


TABLE OF CONTENTS:

INVESTIGATIVE REPORT

Ensuring Your Vote Counts: Kentucky's Electronic Voting Systems
Attorney General Greg Stumbo's Investigative Report

September 18, 2007
http://ag.ky.gov/NR/rdonlyres/38B944CF-1F47-44D3-82DD-
ED46CEOE733B/0/votingsysteminvreport.pdf

APPENDICES
http://ag.kyv.gov/NR/rdonlyres/834C57D0-4CEF-4FFC-A79C-
CD3951918F23/0/votingsysteminvreportappendices.pdf

EXPERT REPORT

Improving Kentucky's Electronic Voting Systems Certifications
by Jeremy Epstein

September 28, 2007
http://ag.ky.gov/NR/rdonlyres/1B3F7428-0728-4E83-AADB-
51343C13FA29/0/votingexpertletter.pdf

Biography of Jeremy Epstein




ENSURING YOUR VOTE COUNTS:
KENTUCKY’S ELECTRONIC VOTING SYSTEMS

ATTORNEY GENERAL GREG STUMBO’S
INVESTIGATIVE REPORT
&
EXPERT REPORT

PRESENTED TO
JOINT TASK FORCE ON ELECTIONS, CONSTITUTIONAL AMENDMENTS
AND INTERGOVERNMENT AFFAIRS

October 23, 2007




KEY FINDINGS

Public confidence in elections is at an all time low. Public confidence will be
restored when state officials demand secure voting systems. Prompt correction of
security failures is a priority requiring cooperation among elected officials.

Studies show that the electronic voting systems employed in Kentucky are
not secure, Independent expert reviews of electronic voting systems conducted
this year by California and Florida researchers reveal serious security
vulnerabilities in voting systems currently employed in Kentucky. Security
upgrades must be promptly implemented.

Current electronic voting system certification provides no meaningful
security review. Kentucky’s existing certification process merely rubber stamps
a brief and flawed examination.

Isolated components should not be tested apart from the systems in which
they operate. Meaningful certification testing should always consider the
performance of each component within its operating system. Individual
component testing invites unforeseen system failures.

Critical components are not presently tested. Certain critical voting system
- components have never been tested or certified at all. These include components
which collect and report final ballot totals.

- No electronic voting systems in Kentucky have been certified by the federal
government. It is up to Kentucky to ensure that voting systems are safe and
reliable.

Adding a paper trail, without more, fails to address the problem.
Implementation of a voter verifiable paper record (VVPR) or audit trail (VVPAT)
may provide some additional security if random audits of official paper ballots are
required, but will not cure the security flaws presently identified in these
systems.

Jefferson County’s use of a non-certified electronic voting system should
have been detected and corrected during normal State oversight procedures.
Properly following existing procedures will ensure that this problem is eliminated
in the future.



DOCUMENTED PROBLEMS WITH
ELECTRONIC VOTING SYSTEMS

Other States Have Found Significant Problems in the Voting Systems Used in
Kentucky. To Protect the Integrity of the Vote and Secrecy of the Ballot, Kentucky
Should be an Early Adopter of Improved Voting Systems.

SUMMARY:

The Attorney General brought this matter to the State Board of Election’s attention so
that Kentucky could benefit from improvements to voting systems implemented in other
states. See: Letter of August 7, 2007 to Secretary Trey Grayson. The Attorney General
requested a reexamination of certain Kentucky voting systems following an independent
review by the California Secretary of State which found numerous security flaws.

As California and other states succeed in demanding fundamental improvements to
voting systems, Kentucky must not be left behind. The State Board of Elections should
insist that Kentucky voters receive the same protections offered to voters in sister states.
The aim is to protect the integrity of the vote and the secrecy of the ballot. The Attorney
General will offer legal assistance to accomplish this crucial goal.

COMMENTS:

In May, 2007, California Secretary of State Debra Bowen initiated a comprehensive
study of all electronic voting systems certified in California. The goal of this top to

" bottom review was to address the public’s lack of confidence in these systems. The study
examined whether the voting systems should be (1) left alone, (2) allowed only with
additional protections, or (3) decertified and banned from use.

The University of California provided independent researchers to test security measures,
(the “Red Team”) and system soft ware, (the “source Code Review Team”.) The results
of the testing were so dismal that California decertified all the systems reviewed.
According to Secretary Bowen, “the expert reviewers demonstrated that the physical and
technological security mechanisms provided by the vendors for each of the voting
systems analyzed were inadequate to ensure accuracy and integrity of the election results
and of the systems that provide those results.” See: Withdrawal of Approval of Hart
Intercivic System 6.2.1 DRE and Optical Scan Voting System (August 3, 2007) and
Withdrawal of Approval of Diebold Election Systems, Inc. GEMS 1.18.24/AccuVote-
TSX/AccuVote-OS DRE & Optical Scan Voting System (August 3, 2007). Secretary




Bowen agreed to conditionally recertify the voting systems if the vendors made
significant technical and procedural modifications within sixty (60) days.

The voting systems tested included two (2) systems heavily used in Kentucky: (1) the
Hart InterCivic eSlate Voting System, software version 6.2.1 and its related components,
certified by the State Board of Elections on December 19, 2006; and (2) Diebold Election
Systems, Inc.’s” AccuVote Optical Scan (“OS”) (model D) with firmware version 1.96.6,
Voter Card Encoder 1.3.2, AccuVote-OS Central Count firmware version 2.0.12, Key
Card Tool 4.6.1 and VCProgrammer 4.6.1, which were all certified on August 16, 20052,
and AccuVote-TSX DRE (Model D) Touch Screen (certified on September 19, 2006)
with Ballot Station firmware version 4.6.4 (certified on March 21, 2006).

The California Source Code Review Team found multiple software shortcomings in these
systems established security threats. Source Code reviewers also determined that both

systems contained enough raw data to reconstruct voting and compromise the secrecy of

the ballot. Specific findings are detailed in the Withdrawal of Approval Orders, attached
as Exhibit A.

The California “Red Team” study revealed multiple vulnerabilities in both systems that
could compromise the accuracy, secrecy, and availability of the voting systems. See:
Overview of Red Team Reports available at
http://www.sos.ca.gov/elections/voting_systems/ttbr. The two most significant findings
were:

(1) That the Hart voting system was open to remote eavesdropping and capture of
the audio narration of a ballot (which is a design feature for use by disabled
voters), potentially violating the secrecy of the ballot; and

(2) That Diebold Red Team members, without access to the source code, were

- able to violate the physical security of all aspects of the AccuVote TSX DRE
under conditions normal for a polling place and with the use of typical office
tools.

Other “Red Team” findings are detailed in Secretary Bowen’s Withdrawals of Approval.

! Now Premier Election Solutions, Inc.

2 The SBE did not examine or certify the Diebold election management system, GEMS software, version
1.18.24. See: Letter dated August 17, 2005, describing GEMS v. 1.18.24 as “Ballot Origination Software,”
over which the SBE stated it had no authority. The GEMS election management system is not limited to
ballot design, but rather it works in tandem with the other Diebold components and, in addition to creating
ballots, accumulates summary data from voting devices and reports final election results. The California
study analyzed the GEMS election management system and found serious security flaws that could affect
election outcomes.



Kentucky Should Adopt California’s Requirements for Re-Certification.

SUMMARY:
Specific improvements have been identified to make Kentucky’s voting systems less
vulnerable to tampering.

COMMENTS:

After decertifying the deficient electronic voting systems, Secretary Bowen provided
imposed specific procedural safeguards for their use and required the relevant vendors to
make specific changes to the hardware and operating platforms of the electronic voting
systems. California required the following improvements:

. Re-flashing or re-installing the firmware or software in all voting system

components;

. Removing, blocking or disabling access to unneeded ports on the
machines;

o Hardening the configuration of the hardware and operating platforms’
servers to improve security;

o Development and submission by the vendor of a plan and procedures for

the timely identification, vendor testing and secure distribution and
application of vendor-approved security updates;

o Development and submission by the vendor of uniform security
requirements and use procedures for election officials;

o Banning all modem or wireless connections, regardless of their purpose, in
order to prevent connection to an unauthorized computer or network or to
the Internet;

. Adding security seals and chain-of-custody provisions; and

. Development and submission by the vendor of uniform requirements and

use procedures for programming, pre- and post-election logic and.
accuracy testing, transporting and operating voting equlpment o prevent
or detect unauthorized access

Currently, Secretary Bowen is investigating a third vendor active in Kentucky, Election
Systems & Software (“ES&S™), for selling non-certified electronic voting machines in
California. See: Public Notice of Hearing available at http://www.lrc.ky.gov/KRS/117-
00/CHAPTER.HTM. Voting systems manufactured by ES&S are used in approximately
20 counties in Kentucky. This investigation will be monitored.




Florida and Ohio Reviews of Electronic Voting Systems Used in Kentucky Have
Also Uncovered Serious Security Flaws

SUMMARY:

In response to numerous complaints, lawsuits and public concern regarding the
integrity of electronic voting systems, the Secretaries of State of Florida and Ohio
have commissioned independent studies of electronic voting systems.

One Florida review found 125 software security flaws and successfully demanded
that the manufacturer repair the flaws within ten (10) days.

Ohio’s initial findings will be released this Thursday, and should be closely reviewed
by the State Board of Elections.

COMMENTS:

In Florida, Governor Charlie Crist is actively reviewing electronic voting systems
employing touch-screen voting and is advocating their eventual ban. See: Florida Acts to
Eliminate Touch-Screen Voting System, NYT (May 4, 2007). Florida Secretary of State
Kurt S. Browning commissioned Florida State University’s Security and Assurance in
Information Technology (“SAIT”) Lab to conduct a study of the touch-screen systems
used in Sarasota County and manufactured by Election Systems & Software (ES & S).
The study identified several software vulnerabilities in the iVotronic firmware affecting
the security of the system. See: Software Review and Security Analysis of the ES&S
iVotronic 8.0.1.2 Voting Machine Firmware (February 23, 2007), available at
http://election.dos.state.fl.us/pdf/ Final AudRepSAIT.pdf. The ES&S iVotronic machines
are used in approximately 20 Kentucky counties.

Florida Secretary of State Browning also commissioned a study of the most recent
Diebold-OS Voting System and companion GEMS v. 1.18.25 election management
software. The independent SAIT report, issued July 27, 2007, identified more than 125
software flaws affecting the security of the system. See: Software Review and Security
Analysis of the Diebold Voting Machine Software (SAIT July 27, 2007), Appendix A
Flaw List, available at: http:/election.dos.state.fl.us/pdf/SAITreport.pdf. Secretary:
Browning immediately demanded that Diebold make all necessary modifications and
withheld certification until they were completed and reviewed. See: Letter from Secretary
Browning to Diebold dated July 31, 2007 available at: http://election.dos.state.fl.us
Diebold complied in ten (10) days. See: Letter from Secretary Browning to Diebold
dated August 10, 2007 available at: http://election.dos.state.fl.us.

On June 18, 2007, Ohio Secretary of State Jennifer Brunner launched an Evaluation &
Validation of Election-Related Equipment, Standards & Testing (“EVEREST”) project
by issuing a request for proposals for an independent risk assessment study of Ohio
voting systems, which (like Kentucky) currently include Hart, Diebold and ES&S DRE
voting systems. See: RFP, Consulting & Testing Services — Risk Assessment Study,
available at http://www.sos.state.oh.us/sos/info/EverestFAQ.pdf. The initial goal date for
results of this study is scheduled for September 20, 2007.




There Are No Federally-Certified Electronic Voting Systems

SUMMARY:
No federal agency has certified Kentucky’s voting systems. It is up to Kentucky to
demand reliability, accuracy and security by conducting meaningful certifications.

COMMENTS:

Prior to January 1, 2007, no federal agency certified electronic voting systems. Before the
enactment of the Help America Vote Act of 2002 (HAVA), the Federal Election
Commission (“FEC”) had exclusive authority over federal elections. After passage of
HAVA, the FEC promulgated voluntary standards for voting systems (VSS 2002), but
had no method of certifying these systems. Therefore, the National Association of State
Election Directors (“NASED”) stepped in to qualify those electronic voting systems that
met the VSS 2002 as determined by third-party laboratories paid by the vendors to review
their products.

HAVA also created the Election Assistance Commission (“EAC”), a separate federal
authority charged with the oversight of federal electoral procedures and processes,
including the accreditation of voting system test laboratories and the implementation (by
2007) of a voluntary certification program for voting systems vendors. The EAC has
completed its accreditation of laboratories, but these laboratories still rely on the vendors
for payment only after they approve the vendors” systems. The EAC is currently
conducting certifications of vendors that meet the voluntary voting systems guideline for
2005 (VVSG 2005) as determined by an accredited laboratory. As of the date of this
memorandum, there are no federally certified voting systems.

The VVSG 2005 was promulgated by the EAC in conjunction with the National Institute
for Science & Technology (“NIST”). The NIST is preparing to send the EAC a new set
of guidelines — VVSG 2007, which require expanded usability & accessibility in voting
devices, open source software (as opposed to the proprietary systems now in use),
independent voter-verifiable records (distinguishable from the voter-verifiable paper
audit trail — VVPAT — now in use), expanded security coverage and end-to-end testing
for accuracy, security and reliability. See: www.nist.gov/VVSG-0807. At a recent
meeting of the Technical Guidelines Development Committee (TGDC), members
estimated that ultimate approval of VVSG 2007 by the EAC would not occur until 2009
at the earliest.

At this time, certification and review at the state level is the only measure of reliability,
accuracy and security for electronic voting systems and the only means of holding
election industry vendors accountable to their voter consumers.




Failed State Oversight Resulted in Jefferson County’s Use of Non-Certified
Equipment

SUMMARY:

Kentucky’s HAVA Plan Requires the State Board of Elections to Oversee The
Expenditure of Funds Distributed to The States for the Purchase of Voting Systems.
Failure to Follow the Plan Resulted in the Unauthorized Use of Non-Certified
Equipment.

COMMENTS:

The Commonwealth of Kentucky, through the office of then-Secretary of State, John Y.
Brown II1, developed a comprehensive State Plan for implementing HAVA and for
managing the federal funds made available to the Commonwealth under the provisions of
HAVA. HAVA State Plan (2003). The 2003 State Plan required the State Board of
Elections to “manage all [HAVA] Title I funds and account for all expenditures, funding
levels, program controls and outcomes™ Id. at p. 13. In order to receive the HAVA funds,
counties were to enter into a memorandum of understanding with the Secretary of State
and were “to submit semi-annual reports on their performance.” Id.

According to the Amended State Plan, presented by Secretary of State Trey Grayson in
2006, “the State Board of Elections required each county to send documentation of the
purchase of the voting systems or upgrade, which included serial numbers from each
component, type of equipment, make and manufacturer of the voting machine or
upgrade.” Id. at p. 6. As of 2006, the State Board of Elections should have collected data
on every component of every voting system purchased or upgraded using HAVA funds.

Had this process been followed, non-certified equipment would never have been in use in
Jefferson County. It is essential that the Secretary of State and State Board of Elections
recognize and adhere to the essential safeguards provided in the Amended State Plan,
rather than denying responsibility for oversight of voting systems.

Jefferson County’s Use of Non-Certified Voting Equipment

The investigation showed that Jefferson County was using a voting system not certified
by the State Board of Elections. Despite Premier/Diebold’s claim that the error was
harmless, the OAG immediately sought additional information from Secretary Grayson.
Rather than proving the security of the equipment, the Secretary of State’s office
suggested that the OAG seek statutory changes instead of continuing an investigation of
this matter.

While the Attorney General certainly shares the desire of all election officials to hold
accountable vendors like Premier/Diebold who fail to comply with the law, evidence
gathered does not support Secretary Grayson’s contention that there was nothing more
that could have been done to prevent this egregious failure. A review of public records
reveals the following:



(1)

@)

)

That on August 23, 2007, the week prior to Diebold’s letter, SBE was
notified that Jefferson County’s electronic voting system included non-
certified optical scan units. See email from Jefferson County Clerk to
Sarah Ball Johnson identifying the Accuvote-2000, version 1.96.4. This
startling information was not shared with the OAG, despite being
discovered as a direct result of inquiries by this office.

Pursuant to KRS 117.377(1), SBE should have been notified of the
uncertified system in FY 2005 when Jefferson County installed its new

electronic voting system. More than $2.5 million in federal funds from the
Help America Vote Act (“HAVA”) and $233,500 in county capital funds

were paid to Diebold for the new voting system. See: Louisville Metro
Capital Improvement Program Summaries.

Kentucky’s 2006 Amended State Plan “required each county to send
documentation of the purchase of the voting systems or upgrade, which

included serial numbers from each component, type of equipment, make

and manufacturer of the voting machine or upgrade.” Jefferson County

failed to provide documentation to the SBE revealing the use of outdated

and non-certified optical scan units, and SBE failed to demand same.

The SBE has clear oversight authority regarding all electronic voting systems in

Kentucky. This authority should be used in the future to prevent use of uncertified voting

systems.

Shortcomings in Kentucky’s Certification Process

Kentucky election law demands the examination and certification of all electronic voting

systems prior to their purchase and use in the counties. A voting system that has been
approved as in conformity with federal standards must still be certified for use in

Kentucky.
process:

@
2)

€)

The OAG discovered the following shortcomings with the cert1ﬁcat10n

The State Board of Elections does not require voting machine examiners to
submit their qualifications prior to being selected.
The State Board of Elections has used as a computer expert a professional

with experience in information technology management, but with insufficient
experience in software engmeenng and systems security, and no expenence in

electronic voting systems prior to his work for Kentucky.

The State Board of Elections provides each examiner with a checklist,
containing only a recitation of the statutory language of KRS 117.381. No
guidance concerning in-depth testing and examination is offered, and no
system is in place to allow such review.
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The State Board of Elections permits vendors to submit isolated components
of voting systems for certification, rather than testing systems as a whole. This
invites system failures under real world conditions.

The State Board of Elections declines to examine and certify key components

of voting systems, including the Premier/Diebold’s GEMS election
management system. This omits any review of critical components that are
highly vulnerable to abuse and manipulation. As a result of this lack of testing
and certification, essential elements of Kentucky’s voting systems that collect
and report ballot totals are not subject to independent evaluation at all.
Effective examination and certification of these neglected components should
proceed immediately.

- These shortcomings in the certification process permit vendors to submit the most basic
information and anticipate that the State Board of Elections will rubber stamp their
certification as long as their own financed testing shows that they comply with the
minimum federal requirements. Kentucky voters deserve effective, independent testing
overseen by state officials to ensure reliable, accurate and secure voting systems.

THE ATTORNEY GENERAL’S RECOMMENDATIONS:

Immediate action is necessary to preserve public confidence in elections. The Attorney
General proposes that the State Board of Elections take the following remedial actions to
address identified issues:

>

Require vendors to immediately correct or mitigate identified flaws in electronic
voting systems at no additional cost to Kentucky taxpayers. State certification
should be conditioned on vendor compliance, as required under KRS 117.381.

Incorporate security and accuracy procedures and protocols recommended by the
California and Florida studies into the training offered to counties and poll
workers.

Require counties to accurately and fully report the purchase and installation of
electronic voting systems as required under state law.

Reform the certification process for electronic voting systems by appointing
independent examiners with specific experience in electronic voting systems and
security protocols and by revising the examiner checklist to create a meaningful
review of electronic voting systems, and requiring adequate depth of analysis.

Require that all voting system vendors provide an escrow of all source code, with
conditions allowing it to be used for independent assessments while protecting the




vendor’s proprietary information. The SBE should use California’s language asa
model in this regard.

FORTHCOMING EXPERT REPORT OF CERTIFICATION PROCEDURES
The Attorney General thanks the State Board of Elections for opening yesterday’s
certification process to review by the OAG’s independent expert. A detailed report of the

Attorney General’s findings will be provided within ten (10) days. The SBE should not,
however, delay implementing the recommendations made herein.

APPENDICES

AppendixI  AG’s Request for Reexamination & related correspondence
Appendix I  California Secretary of State’s Withdrawals of Approval
Appendix III Newsweek Editorial: Electronic Voting Machines Aren’t Ready for ‘08

Appendix IV Documents relating to Jefferson County’s use of non-certified voting
system

Appendix V. Kentucky Requirements for Voting Systems
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COMMONWEALTH OF KENTUCKY
OFFICE OF THE ATTORNEY GENERAL

CAPITOL BUILDING, SUITE | 1 8
700 CAPITOL AVENUE
FRANKFORT, KY 4060 | -3449
(502) 696-5300
Fax: (502) 564-2894

GREGORY D. STUMBO
ATTORNEY GENERAL

September 18, 2007

URGENT

Via hand-delivery

Secretary of State Trey Grayson
Chairman, State Board of Elections
Suite 152, State Capitol

700 Capitol Avenue

Frankfort, Kentucky 40601

RE: Jefferson County Uncertified Voting System--
Incorrect Diebold Voting System Submitted for Examination

Dear Secretary Grayson:

In an effort to correct the failure to use certified voting machines in Jefferson
County, the State Board of Elections directed the manufacturer, Premier/Diebold, to
submit its product for additional examination on September 17, 2007. During this
examination, my staff observed that Premier/Diebold apparently presented the wrong
machine for certification.

The device submitted for review was the AccuVote Optical Scan ("OS™) Model D
~ firmware. In its letter dated August 27, 2007, Premier/Diebold attested to you and the
SBE that Jefferson County's non-certified OS units would be upgraded with this Model D
firmware.

According to the testimony of Premier/Diebold to the SBE's examiners, this is not
the case. Premier/Diebold merely patched the old AccuVote OS Model A firmware units
with a series of corrections, claiming to transform the Model A units into Model D units.
Yet what was presented to your examiners was not an adapted Model A unit, as updated
in Jefferson County, but rather a brand new Model D unit. The integrity of voting
machines actually used in elections remains in doubt.

The failure of Premier/Diebold to present for certification the equipment it has
provided to Jefferson County negates any certification that the SBE may finalize today.
Jefferson County officials would again confront either purchasing new equipment that
has been certified or knowingly using non-certified equipment currently available in
violation of state law.

AN EQuUAL OPPORTUNITY EMPLOYER M/F/D
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Secretary Trey Grayson

RE: Examination of Diebold Voting System
September 19, 2007

Page 2 of 2

Therefore, I recommend that the SBE immediately require Premier/Diebold to
correct this error either by submitting a modified Model A unit for certification or
agreeing to immediately provide the appropriate Model D upgrades to Jefferson County.

Sincerely,

' %O.M

Attorney General

C: Sarah Ball Johnson
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COMMONWEALTH OF KENTUCKY

OFFICE OF THE ATTORNEY GENERAL
CapmroL Builomwes, SUrrE 118
. 700 GCaPToL AVENUE.
GREGORY D. STuMBO FRANKFORT, KY 4050 (-3440
ATTORNEY GERERAL (502) 66-5300

Fax: (502) 564-2864

August 7, 2007

Via hand-delivery

Secretary Trey Grayson

Chairman

State Board of Elections

700 Capitol Avenue, Suite 152 ‘
The Capitol Building i
Frankfort, K'Y 40601 , |

RE: Request for Reexamination of Electronic Voting Systems
Dear Secretary Grayson:

Pursuant to my authority under KRS 15.243 to enforce the state’s election laws, I
am requesting that the State Board of Elections reexamine the Hart InterCivic Direct
Record Electronic (“DRE”) Precinct Voting Systems and the Diebold Accuvote-TSX
DRE and Optical Scan (*“0S”) Voting Systems. On August 3, 2007, pursuant to
Executive Order, the California Secretary of State, Debra Bowen, legally decertified
these systems finding them “to be defective or unacceptable.” See enclosed, Withdrawal
of Approval of Hart InterCivic System 6.2.1 DRE (August 3, 2007) and Withdrawal of
Approval of Diebold Election Systems, Inc. (August 3, 2007). The Hart InterCivic DRE
Voting System 6.2.1 or previous versions of this system are employed in 96 of 120
counties in Kentucky. The Diebold Accuvote-TSX DRE and OS Voting Systems are used
in Jefferson County, the most populous county in Kentucky.

Beginning in May, 2007, Secretary Bowen ordered an independent top-to-bottom
review of all electronic voting systems employed in California. As Secretary Bowen
stated, “the Help America Vote Act [HAVA] ... pushed many counties into buying

. electronic voting systems that...were not properly reviewed or tested to ensure that they
protected the integrity of the vote.”

Secretary Bowen ordered this review based on public concern over electronic :
voting systems, even though the electronic voting systems in California were already |
required to provide verified voting paper audit trails (“VVPAT"), which Kentucky ‘
currently lacks. Experts with the University of California at Berkeley and Davis issued ‘
reports identifying serious security vulnerabilities in all the voting systems they tested,

AN Epuat OPPORTUNITY EMPLOYER M/F/D
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Secretary Trey Grayson, Chair
State Board of Elections
August 7, 2007

RE: Request for Reexamination of Electronic Voting Systems
Page 2

- including the Hart and Diebold DRE systems. The researchers determined that these
vulnerabilities could affect the accuracy of voting and compromise ballot secrecy. Access
to the specific reports with detafled analysis of the vulnerabilities identified is available
online at: http://www.so0s.ca. gov/elections/elections vsr.htm.

At a minimum, the California study and the decertification of these electronic
voting systems jeopardize public confidence in the systems used to conduct elections in
Kentucky. Therefore, I request that the State Board of Elections immediately order 2
reexamination of these voting systems pursnant to KRS 117.379 to ensure that they
comply with the statutory requirements for electronic voting systems, including ensuring
a secret ballot, and with the Kentucky Constitution’s guarantee of free and fair elections.

Sincerely,

Enclosures

Cc:  J. Allen Eskrnidge, ITI
Sarah Ball Johnson
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Trevy GRAYSON Comm BALTH OF KENTUCKY Suite 152, State CapPiToL

SECRETARY OF STATE OFFICE OF THE SECRETARY OF STATE 700 CaPTAL AVENUE
) : FrankrorT, KY 40601-3493
(502) 564-3490
FAX (502) 564-5687
WEBSITE: WWW.SOS.KY.GOV

August 7, 2007

The Honorable Greg Stumbo
Office of the Attorney General .
The Capitol, Suite 118

700 Capitol Avenue

Frankfort, Kentucky 40601-3449

Dear General Stumbo:

Thank you for your letter of August 7, 2007 concerning California Secretary of
State Debra Bowen'’s recent actions regarding voting systems. I appreciate your interest
in our elections and have enjoyed a good working relationship with your office on
enforcement of our state’s election laws.

As you know, electronic voting systems have been used in most Kentucky
counties starting in the mid-1980’s without any known security breaches. All systems in
use in Kentucky today were unanimously certified by the State Board of Elections
pursuant to KRS 117.379 and comply with the federal voting system guidelines in place
at the time of certification. Counties make their own decisions about which certified
voting systems to purchase.

. The State Board is constantly certifying new versions of these voting systems as
upgrades are made to the systems as well as new voting system guidelines are adopted.
Currently, all voting systems used in Kenfucky meet the 2002 federal voting system
guidelines, the most recent set of gmdehnes to which any machines are certified in this
country. . :

The State Board of Elections and I have been monitoring news reports for the past
couple of years of potential security flaws with electronic voting systems, especially the
newer electronic voting systems mandated by the 2002 Help America Vote Act (HAVA).
These systems were designed so that disabled voters, such as those with visual or motor
skill disabilities, could vote without assistance. In addition, the sysiems were purchased
by counties mandated by HAVA to replace old lever machines, which were vulnerable to
tampering and failure, The vast majority of votes in Kentucky, however, are cast on the
older, electronic voting systems.

Kextudky™

AN EQUAL OPPORTUNITY EMPLOYER M/F/D



In particular, I have been closely following Secretary Bowen’s review from its
inception and read the review in its entirsty when it was released a few weeks ago, as
well as much of the commentary — positive and negative — concerning the review as well
as Secretary Bowen’s actions taken last Friday.

_ Obviously, I am concerned about the system vulnerabilities found in Secretary .
Bowen's review, as well as those found in prior studies over the past couple of years. I
am glad that you now share these concerns.

However, I find it misleading and irresponsible your letter states that Secretary
Bowen decertified voting systems without stating that Secretary Bowen actually
recertified all the voting systems that are used in Kentucky for use in California elections.

In her recertification, she asked for additional safeguards to be taken to insure that
machines are not vulnerable. In Kentucky, we already have developed and implemented
‘many safeguards to minimize or eliminate any potential vulnerabilities. Prior to every
election, the State Board of Elections works with County Clerks to develop and.share
best practices to insure that our voting systems are secure and accurate. The' State Board
- of Elections staff then trains county clerks, who in turn frain precinct election officers, on
these procedures.

For these reasons 1 feel compelled to note the observation made in the Los
Angeles Times by Los Angeles County Registrar-Recorder Conny McCormack that the
study “was akin to testing the security of your money in a bank with unlocked doors, with
no security guards or even bank tellers in sight and the bank’s vault wide open.” Our poll
workers are the bank tellers and security guards on Election Day. We will continue to
train them well.

As you may know, I have been leading the effort in Kentucky to require voter .
verified paper records (VVPR), not just paper receipts, to be used in Kentucky.
Currently, Jefferson County voting systems produce 2 VVPR, while Warren, Graves and
Boyle Counties tested VVPR during the May primary. In fact, I was the first elected
official in Kentucky to call for VVPR across the Commonwealth.

Our office encouraged State Representative Larry Clark to introduce a bill making
VVPR mandatory in the last General Assembly session and have worked to free up
approximately $15 million of our remaining HAVA funds to help the counties purchase
such systems. I discussed the broad outlines of this plan this summer at the Judge- -
Executives and Magistrates/Commissioners Conference as well as during over a dozen
visits to County Clerk offices over the past couple of weeks.

In fact, last week, I shared details of this plan with an office visit with Chris
Wangh, County Clerk in your own Floyd County. Many clerks are excited about the
availability of these funds and wﬂl likely take advantage of this offer for next year’s
elections.




I will discuss with-our State Board members and our State Board of Elections
staff your request that we reexamine our voting systems. [ have no doubt that the
systems will comply with Kenfucky law since they have already been examined and
certified by the State Board of Elections. In fact, the most recent version of the Hart
InterCivic system was examined and certified by the State Board of Elections December
15, 2006, I will be sure to let you know how the State Board of Elections decides to
proceed.

It disappoints me that your Jetter and press release might cause Kentucky voters to
haver unnecessary doubts about our election systems. Your assertion that we are using
voting systems in Kentucky that are no longer certified by California is misleading and
irresponsible. As the state’s chief law enforcement official, you should know the power
of your words and deeds. Your headline chasing has consequences.

The State Board of Elections and election administrators across Kentucky have
been working for years to insure the voters have confidence in our system. We will not
let you undermine these efforts.

Sincerely,

Trcy yson

Secretary of S

Chairman, State Board of Electioris
Commonwealth of Kentucky



COMMONWEALTH OF KENTUCKY

OFFICE OF THE ATTORNEY GENERAL
. ’ CarPnoL BUiLbING, Surme | |18
700 CarroL AVENUE
FRaNKFORT, KY 4060 | -3440
(502) §95-5300

Augngt 7, 2007 Fax: (502) 564-2804

GRrREGORY D. STUMBO
ATTORREY GENERAL

Via hand-deli

Secretary Trey Grayson, Chairman
State Board of Elections

700 Capitol Avenue, Suite 152
Frankfort, KY 40601 ’

RE: Request for Reexamination of Electronic Voting Systems
_ Dear Secretary Grayson:

Thank you for your prompt response to my request for a recxamination of electronic
voting systems in Kentucky. Please be advised that your letter of August 7, 2007 contains
material errors.

» First, the California Secretary of State Debra Bowen granted a conditional
re-approval of use of the Hart and Diebold-manufactured voting systems only upon the
companies’ correction of the technological and security flaws identified. I'm sure you
agree that Kentucky voters deserve this same degree of protection.

s Second, as I detailed in my initial letter, the verified voting paper audit trail
(*“VVPAT™) in place'in California was considered by researchers, but was found lacking
as a satisfactory method of correcting security flaws in the voting systems. Put simply,
your suggestion for a paper record doesn’t solve the grave problems identified.

o Third, the new versions of the Hart and Diebold systems were in fact submitied to
researchers after the California study was initiated, and it was these new versions that
were found to be “defective or unacceptable.” The older versions were voluntarily
withdrawn from the list of certified systems, Thus, the Board’s 2006 certifications must
be reexamined in light of this new evidence. :

The compelling fmdmgs of the California study demand immediate attention. Kentucky
can ill afford not to examine this emerging threat, and impugning my motives isn’t getting the
job done any faster. I hope to continue our good working relationship by assisting you and the
State Board of Elections in taking immediate action to protect the voters of Kentucky.

Sincerely,

buagr) fto

C: J. Allen Eskridge, Il
Sarzh Ball Johnson

AN EQUAL OPPORTUNITY EMFLOYER M/F/D
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COMMONWEALTH OF KENTUCKY

OFFICE OF THE ATTORNEY GENERAL
CASITOL BUILDING, SUMME | 18

700 CAPITOL AVENUE
GREGORY D. STUMBO
ATTORNEY GENERAL FRANKFORT, KY 4060 [-3449

(502) §96-5300
Fax: (502) 564-2894

August 8, 2007

Mr. Greg L. Burt
President and CEO
Hart InterCivic, Inc.
P.0O. Box 80649
Austin, TX 78708

Re: Hart InterCivic System 6.2.1 DRE and pnor versions in use in the
Commonwealth of Kentucky

Dear Mr. Burt:

As the public officer authorized to initiate civil and criminal investigations necessary to
enforce Kentucky’s election laws, I have followed the “Top-to-Bottom Review of Voting
Systems” conducted by the California Secretary of State with great interest. Security and privacy
issues identified by that review which lead to the Withdrawal of Approval of the Hart InterCivic
6.2.1, and the conditional re-approval of that system entered August 3, 2007, are of particular
concern because 96 of the 120 counties in the Commonwealth of Kentucky use the Hart
InterCivic System 6.2.1 DRE or prior versions of that system.

Based upon the August 8, 2007 press release issued by Hart InterCivic entitled “Long
‘Beach Election System Recertified for Use in 2008 and Beyond,” I understand that Hart will
“undertake additional modifications and procedures™ mandated by California’s Secretary of State
as a condition for recertification of the system. Given the heavy reliance the Commonwealth of
Kentucky has placed on the Hart InterCivic voting systems in the conduct of its elections, I call
upon’ Hart to immediately implement in Kentucky all modifications and security upgrades
necessary to correct the vulnerabilities identified by California. With the election fast
approaching, I request the courtesy of a prompt response.

Sincerely, D 7

Gre
Kentucky Attorney General

AN EQUAL OPPORTUNITY EMPLOYER M/F/D
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COMMONWEALTH OF KENTUCKY *

OFFICE OF THE ATTORNEY GENERAL
Capmor BUILDING, SUITE | 18
700 CaPITOL AVENUE
FRANKFORT, KY 4060 | -344%
(502) 696-5300
Fax: (B502) 564-2884

GrREGORY D. STUMBO
ATTORNEY GENERAL

August 8, 2007

Mr. Dave Byrd, President
Diebold Election Systems, Inc.
1253 Allen Station Parkway
Allen, TX 75002

Re: Diebold AccuVote- TSX DRE and OS Voting Systems in use in the
Commonwealth of Kentocky

Dear Mr. Byrd:

As the public officer authorized to initiate civil and criminal investigations
necessary to enforce Kentucky’'s election laws, I have followed the “Top-to-Bottom
Review of Voting Systems” conducted by the California Secretary of State with great
interest. Security and privacy issues identified by that review which led to the
Withdrawal of Approval of the AccuVote-TSX and AccuVote-OS DRE and Optical scan
Voting System, and the conditional re-approval of those systems entered August 3, 2007,
are of particular concern because those voting systems are in use in Louisville,
Kentucky’s most populous city.

Given the heavy reliance the Commonwealth of Kentucky has placed on the
Diebold voting systems in the conduct of its elections, I call upon Diebold to immediately
implement in Kentucky all modifications and security upgrades necessary to correct the
vulnerabilities identified by California. With the election fast approaching, I request the
courtesy of a prompt response.

Sincere]y,

tmnbo
cky Attomey General

AN EQUAL DPPORTURITY EMPLOYER M/F/D

&



STATE BOARD OF ELECTIONS

Trey Grayson 140 Walnut Street ' Sarah Ball Johnson
Chairman ‘Frankfort, Kentucky 40601-3240 Executive Director

Secietary of State Phone: (502) 573-7100 )
crewan Fax: (502) 573-4369 Sandy Milburn
www.elect.ky.gov Assistant Director

August 8, 2007

VIA FACSIMILE (512) 252-6556 & U.S. Mail
Mr. Greg L. Burt

President and CEO

Hart InterCivic, Inc.

P.O. Box 80649

Austin, TX 78708

Re: Kentucky Voting System Certification Process
Dear Mr. Burt:

We are in receipt of a copy of the August 8, 2007 letter addressed to you from Attorney
General for the Commonwealth of Kentucky, Gregory D. Stumbo, calling “upon Hart to
immediately implement in Kentucky all modifications and security upgrades necessary fo
correct the vulnerabilities identified by California.” We would like to take this occasion
to remind you of the voting system certification process in Kentucky and to ensure that
Kentucky law is followed if Hart InterCivic makes any system upgrades or modifications
on voting equipment used in Kentucky elections.

Pursuant to KRS 117.379(1) and KRS 117.381(11), the State Board of Elections may
only certify voting systems that meet or exceed all Federal Election Commission voting
system standards. As you are aware, the Federal Election Commission’s duties in
certifying voting systems were subsumed by the Election Assistance Commission
(“EAC”) created by the Help America Vote Act (HAVA). Therefore, the State Board of
Elections may only certify voting systems for use in Kentucky that have first been
certified by the EAC. '

Pursuant to KRS 117.379(4), “when an electronic voting system has been approved amny
improvement or changes in the system shall render necessary the examination or approval
of such system or improvement.” Therefore, if Hart InterCivic makes any improvement
or change to any of the systems already certified by the State Board of Elections pursuant
to the Kentucky Attorney General’s request, then Hart InterCivic must bring those

Kentucki™

UNBRIDLED SPIRIT
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August 8, 2007
Hart InterCivic
Page 2 of 2

improvements or changes before the State Board of Elections again for review and
certification, Furthermore, the State Board of Election may not approve the certification
of those improvements or changes until the EAC has issued its certification. Most
importantly, pursuant to KRS 117.379(3), Kentucky counties, including your customers,
cannot use such improvements or changes in Kentucky elections until such certifications
have been issued.

Hart InterCivic has consistently followed this process in the past when requesting
certification of its products for use in Kentucky. We have every confidence that Hart
InterCivic will adhere to these statutory processes in the future.

Sincerely,

Tab

Trey GrayStn

Secretary of State

Chairman, State Board of Elections
Commonwealth of Kentucky

ce: Roger Baird, President Harp Enterprises
The 96 Kentucky Counties that use the Hart InterCivic Equipment



STATE BOARD OF ELECTIONS

Trey Grayson 140 Walnut Street Sarah Ball Johnson
Chairman Frankfort, Kentucky 40601-3240 Executive Director
retary of State Phone: (502) 573-7100 }
Secretary of Sta Fax: (502) 573-4369 ' Sandy Milburn
www.elect. ky.gov Assistant Director

August 8, 2007

VIA FACSIMILE (214) 383-1596 & U.S. Mail
Mr. Dave Byrd, President

Diebold Elections Systems, Inc.

1253 Allen Station Parkway

Allen, TX 75002

Re: Kentucky Voting System Certification Process
Dear Mr. Byrd:

We are in receipt of a copy of the August 8, 2007 letter addressed to you from Attorney
General for the Commonwealth of Kentucky, Gregory D. Stumbo, calling “upon Diebold
to immediately implement in Kentucky all modifications and security upgrades necessary
to correct the vulnerabilities identified by California.” We would like to take this
occasion to remind you of the voting system certification process in Kentucky and to
ensure that Kentucky law is followed if Diebold makes any system upgrades or
modifications on voting equipment used in Kentucky elections.

Pursuant to KRS 117.379(1).and KRS 117.381(11), the State Board of Elections may
only certify voting systems that meet or exceed all Federal Election Commission voting
system standards. As you are aware, the Federal Election Commission’s duties in
certifying voting systems were subsumed by the Election Assistance Commission
(“EAC”) created by the Help America Vote Act (HAVA). Therefore, the State Board of
Elections may only certify voting systems for use in Kentucky that have first been
certified by the EAC.

Pursuant to KRS 117.379(4), “when an electronic voting system has been approved any
improvement or changes in the system shall render necessary the examination or approval
of such system or improvement.” Therefore, if Diebold makes any improvement or
change to any of the systems already certified by the State Board of Elections pursuant to
the Kentucky Attorney General’s request, then Diebold must bring those improvements
or changes before the State Board of Elections again for review and certification.

Kentuckiy™
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August 8, 2007
Diebold
Page 2 of 2

Furthermore, the State Board of Election may not approve the certification of those
improvements or changes until the EAC has issued its certification. Most importantly,
pursuant to KRS 117.379(3), Kentucky counties, including your customers, cannot use
such improvements or changes in Kentcky elections until such certifications have been
issued.

Diebold has consistently followed this process in the past when requesting certification of
its products for use in Kentucky, We have every confidence that Diebold will adhere to
these statutory processes in the future.

Sincerely,
Tbyyr

Trey Gray®®n

Secretary of State

Chairman, State Board of Elections
Commonwealth of Kentucky

CC:  Jefferson County Clerk
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STATE BOARD OF ELECTIONS

Trey Brayson 140 Walnut Street Sarah Ball Johnson
Chairman Frankfort, Kentucky 40601-3240 Executive Director
. Phone: (502) 573-7100
Secretary of State Fax: (502) 573-4369 Sandy Milburn
wwaw.elect. ky.gov Assistant Director
Avngust 21, 2007

The Honorable Greg Stumbo

Office of the Attorney General

The Capitol, Suite 118

700 Capitol Avenue

Frankfort, Kentucky 40501-3449
Dear General Stumbo:

Please allow this letter to inform you that the State Board of Elections voted today at its regularly
scheduled meeting to reexamine the following voting systems, pursuant to KRS 117.379 and
117.381: | . _

1. Any and all Hart InterCivic eSlate DRE voting systems currently in use in Kentucky;

2. Any and all Diebold Accuvote-OS and Accuvote-TSX DRE and related components
" currently in use in Kentucky; and

3. Any and all ES&S iVotronic voting systems currently in use in Kentucky.

We will inform you of the dates and times of these examinations and invite you and your
representatives to afiend the examinations. We will also inform you of the results of the
reexamination’ of these voting systems as they occur.

Thank you for your cooperation in this matter. Please feel free to contact us if you have any
guestions in the interim.

Chairman, State Board of Elections
Commonwealth of Kentucky

KentuckylUnbridiedSpirit.com mmw Ah Equal Opportunity Employer M/F/D
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GREGORY D.- STUMBO
ATTORNEY GENERAL

COMMONWEALTH OF KENTUCKY

OFFICE OF THE ATTORNEY GENERAL
CaPTOL BUILDING, SUrE | 18
700 CAPITOL AVENUE
FRaNKFORT, KY 4060 |-3448
(502) §96-5300
Fax: (502) 564-28564

August 28, 2007

Via hand-delivery
Secretary of State
Trey Grayson

Chairman

State Board of Elections
700 Capitol Ave, Suite 152
Frankfort, KY 40601-3240

Re:

Failure to Certify Jefferson County Voting System

Dear Secretary Grayson:

Today I received a troubling letter from Diebold Election Systems, (now “Premier
Election Solutions, Inc.”), stating that Kentucky’s largest county has been using
uncertified optical scanning units in its electronic voting system, apparently for at least
the last three (3) elections. This alarming discovery was made as a direct result of my
office’s ongoing investigation into irregularities surrounding these voting systems. As
Diebold/Premier’s letter states, the failure to certify was discovered “in the last few days”

as records

were reviewed, obviously in response to my investigative demands issued a

few days ago.

Please assist my office in determining how this serious breach of statutory
protections occurred by responding to the following questions:

1.

2.

When did the State Board of Elections and/or your office first become aware
of the lack of certification for the Jefferson County electronic voting system?
How is it possible that the Accu Vote Optical Scan (“OS”) units sold and
deployed in Jefferson County were not state-certified? :

What safeguards and protections will be implemented to prevcnt future
recurrences of this failure?

Why did your office fail to advise OAG upon receipt of the Diebold/Premier
letter admitting to a lack of certification?

AN EQUAL ORPORTUNITY EMPLOYER M/F/D
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Secretary Trey Grayson

Aungnst 28, 2007

RE: Failure to Certify Jefferson County Voting System
Page 2

5. Why were the OS units not upgraded to meet the 2002 Voting Systems
Standards (*VSS 2002”) promulgated by the Federal Election Commission
(“FEC”) on April 30, 2002?

6. Were any federal funds authorized under the Help America Vote Act
(“HAVA”) used to purchase these OS units? Were any federal funds made
available to Jefferson County to bring it into comphiance with HAVA and
VSS 20027 If not, why?

In my August 7, 2007 letter to you, I asked that the State Board of Elections
reexamine the particular electronic voting system used in Jefferson County, which has
now been discovered to be uncertified. In response you advised that:

All systems in use in Kentucky today were unanimously certified
by the State Board of Elections pursuant to KRS 117.379 and
comply with the federal voting system gunidelines in place at the
time of certification.

Obviously, you were in error. It is now necessary for my office to expand its
ongoing investigation to include the failure to certify this critical component of a voting
system used in the most populous county in Kentucky.

The inconsistency between your assurances and the facts raises serious questions
about the guality of the current certification system. I welcome any explanation you may
wish to submit as to how Jefferson County was allowed fo use an uncertified voting
machine for the past three (3) elections outside of the knowledge of the state Board of
Elections.

Sincerely,

Lrggor D Gt
Gregofy D. bo
Attoreey Genkral .

ce: Sarah Ball Johnson
Kathryn H. Gabhart
Michael Lindroos
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‘P R E Ml E R mﬁx E:;;:;inn Solutions, Inc.
| EC N5 A '

ELECTION SOLUTIO e
i fax 214 3B3-1595
wwmlsdanﬁms.mm
Angust 27, 2007 .
Attn: Susan Clark - VIA ELECTRONIC TR ANSMISSION
Jefferson County Clerk's Office :

P.O. Box 33033
Louisville, KY 40232-3033

Email; susanclark(@jeffersoncountyclerk.org

Re: Jefferson County, Kentncky AccuVote-OS Product Version

Dear Susan:

I am writing on behalf of Premier Election Solutions, Inc. (Premier) to make you aware
that, within the last few days, a review of our records has revealed that the product
version of the AccuVote-OS units deployed in Jefferson County, Kentucky are not a state
certified version. The AccuVote-OS product version currently certified in the State of
Kentucky is PC 1.96.6 with VSS 2002 compliant hardware. The AccuVote-OS units in
use in Jefferson County are running firmware version PC 1.96.4 with hardware that was
previously certified by the state but has not yet been upgraded to meet VSS 2002
compliance, which is now required by the State. This earlier version of firmware is, of
course, fully federally certified and has been been used extensively in several other states;
nevertheless it does not have a certification in the State of Kentucky. We have informed
the Kentucky Secretary of State’s office of this matter.

We deeply regret this error. After an internal review, we have determined that our

. procedures for verifying state certified versions prior to shipping and implementation

were not followed in detail in this case. With your approval, and the State’s, Premier will
implement a plan to immediately correct this error by upgrading your AccuVote-OS
units, hardware and firmware, to the current state certified versions (as identified above)
at no cost to the county.

I believe you will find that through Jefferson County’s logic and accuracy testing and
post-election auditing that there have been no functional or performance issues resulting
from the use of the earlier versions of firmware and hardware. However, please be
assured that Premier’s policy is to provide systems that fully meet all applicable state
certification requirements. Again, we apologize for this oversight and look forward to
working with you to schedule an upgrade of your AccuVote-OS equipment.

Page 10of 2



If you have any questions, please contact me at on my cell phone (214.280.6464.)

Sincerely:
¥ %

Compliance Officer
Premier Election Solutions, Inc.

CC: Trey Grayson
Dave Byrd
Michael Lindroos
Kathy Rogers
Don Vopalensky

(Kentucky Secretary of State)
(Premier President)

(Premier Legal Counsel)

(Premier Director of Gov’t Affairs)
(Premier State Certification Manager)

Page 2 of 2
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STATE BOARD OF ELECTIONS

Trey Grayson 140 Walnut Street Sarah Ball Johnson
Chairman Frankfort, Kentucky 40601-3240 Executive Director
: Phone: (502) 573-7100 .
Secretary of State ' Fax: (502) 573-4369 Sandy Mitburn
www.elect.ky.gov . ~ Assistant Director
Aungust 30, 2007
The Honorable Greg Stumbo
Office of the Attorney General
Capitol Building, Suite 118
700 Capitol Avenue

Frankfort, Kentucky 40601-3449
Dear General Stumbo:

I have received your August 28, 2007 letter concerning the failure of Premier Elections
Solutions, Inc. (“Premier”, formerly known as Diebold Election Systems, Inc.) to properly
provide Jefferson County with the 1.96.6 AccuVote Optical Scan software, as properly certified
by the State Board of Elections on August 16, 2005,

The State Board of Elections provided your Assistant, Jennifer Black Hans, with copies of these
certifications as well as Premier’s August 27, 2007, correspondence explaining its mistake on
August 28, 2007. You were forwarded the letter from Premier shortly after we received it and at
our insistence. Any allegation that this information was reserved from your review by our office
is wholly without merit.

Like you, we are disappointed that Premier mistakenly installed the wrong version of the
software on the Jefferson County AccuVote optical scan (“OS”) units. 1 appland Premier’s
efforts to correct the mistake at no taxpayer expense in.time for this fall’s election, but it does not
change the fact that a mistake was made and that such a mistake 1s unacceptable.

Your letter was obviously written before your staff had an opportunmity to review these
documents, or you would not have inappropriately accused the State Board of Elections of
failing to certify the software used by Jefferson County. Indeed, all indications to the State
Board of Elections were that Jefferson County’s OS units were equipped with firmware version
1.96.6, the version certified tor sale and use in Kentucky by the State Board of Elections on !
August 16, 2005. My August 7, 2007 letter to you was accurate to the best of my knowledge and {
to the information that had been relayed to our office in the past. |

|
|
|
|
|
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Letter to Hon. Greg Stumbo
August 30, 2007
Page 2 of 4

As you know, the General Assembly has placed the sole power and responsibility over the
purchase and operation of Kentucky’s voting systems in the hands of counties. In fact, you were
a member of the General Assembly when the relevant statutes were adopted, and until late 2005,
your Office represented the State Board. A cursory review of Kentucky election law provides
that the fiscal court, or in this case metro government,

shall purchase or lease, from available funds or from the proceeds of bonds which
may be issued for that purpose, voting machines, including extra or reserve
machines, for use in regular, special and primary elections. The fiscal court may,
prior to any election, authorize the use of additional voting machines in any
particular precinct.

KRS 117.105. Furthermore, the county has further authority to

select in its discretion any type and make of voting machine that complies with
the specifications and requirements of this chapter. The fiscal court may employ
engineers and other skilled persons to advise and aid in the selection of the
machines and in determining the specifications thereof.

KRS 117.115. Finally, the county maintains responsibility for the maintenance and upkeep of
the voting machines on and in between Election Day:

When voting machines are acquired by any county, they shall be immediately
placed in the custody of the county clerk, and shall remain in his custody at all
times except when in use at an election or when in the custody of a court or court
officer during contest proceedings. The clerk shall see that the machines are
properly protected and preserved from damage or unnecessary deterioration, and
shall not permit any unauthorized person to tamper with the machines.

KRS 117.135. Indeed, the counties maintain the sole responsibility for the selection, purchase,
maintenance, and custody of voting systems. The State Board of Elections has no authority to
dictate to the counties what voting systems they purchase; except to certify voting systems for
use in the state of Kentucky, pursuant to KRS 117.379 and 117.381. It is the county’s
responsibility to make sure that the system it purchases has been certified by the State
Board of Elections and that the system that it contracts to purchase is what is actually
received and installed in its-county.

As for the questions listed in your letter:

1. As previously stated, the State Board of Elections received the letter from Premier
after the close of business on August 27, 2007, and at our insistence, it was emailed to
your office on August 28, 2007. Our office also gave Ms. Hans access to the letter
during her visit on August 28, 2007.

2. This question is addressed in Premier’s letter to Jefferson County. Any further
explanation should be given by Premier and Jefferson County.



Letter to Hon. GTég Stumbo
August 30, 2007
Page 3 of 4

3. The State Board of Elections will follow, as always, established election law enacted
in KRS 117.379 and KRS 117.381 in the examination and certification of voting
systems. The counties maintain responsibility for the selection, purchase and custody
of such systems, pursuant to KRS 117.105, 117.115, and 117.135.

4. As stated in answer to question No. 1, your ofﬁce was notified of the Premier letter at
our insistence.

5. This question has been answered by the Premier letter. Any further inquiry will have
to be answered by Premier and Jefferson County.

6. Jefferson County did not receive HAVA funds to purchase its OS units for its
precincts. All Kentucky counties had access to federal funds as necessary to bring
them into compliance with HAVA. Please see Kentucky’s State Plan on our website
at www.elect.ky.gov, which was approved by the State Board of Elections in 2003
under the able leadership of then Secretary of State and State Board of Elections
Chairmzan John Y. Brown III. We have provided all necessary documentation of
Kentucky’s compliance with HAVA to the Election Assistance Commission.

I hope that this letter answers your questions about this matter. Should you have any additional .
questions, please contact us at your earliest convenience.

In closing, I must express my disappointment that this issue has devolved into a battle of
headlines and press.releases. We share the same goal — trying to improve Kentucky’s elections.
We disagree, however, about the best method of doing so.

At times, our offices have worked well together in trying to improve Kentucky’s elections. One
example in particular has been our work, along with the State Police, FBI and US Attorney’s
office, to address the vote fraud allegations in the 2006 primary elections in Bath County. In that
instance, no press releases were issued; no accusatory letters were sent. Instead, all the relevant
parties got together, shared the facts as they were known at the time, reviewed relevant law and
divided up the work to bring vote buyers to justice. As a result of this cooperation, almost a
dozen individuals have been indicted or convicted of vote buying in federal courts.

I hope that, as we go forward, the Bath County model is the one we follow. For example,
perhaps we can develop proposed legislation for next year’s General Assembly that provides for
a steep financial penalty for voting system vendors thai sell non-certified systems in Kentucky.
California and Indiana both have such laws.

We can also identify other statutory and regulatory changes to give the State Board of Elections
additional authonty to better confirm the versions of the votuig sysiems used m Kentucxy
counties.



Letter to Hon. Greg Stumbo
August 30, 2007
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If you are interested in discussing these or other areas of election law reform, 1 would be more

than happy to meet with you. Working together, I am confident that we can continue to improve
Kentucky elections.

Sincerely,

Trey Grayson ?
Secretary of State

Chairman, State Board of Elections
Commonwealth of Kentucky

cc: Mike Lindroos



STATE BOARD OF ELECTIONS

Trey Grayson 140 Walnut Street
Chairman Frankfort, Kentucky 40601-3240
Secretary of State Phone: (502) 573-7100

Fax: (502) 573-4369
www.elect.ky.gov

AN~ D11k

Sarah Ball Johnson
Executive Director

Sandy Milburn
Assistant Director

KentuckyUnbridledSpirit.com

September 4, 2007

The Honorable Greg Stumbo

~ Office of the Attorney General
The Capitol, Suite 118

700 Capitol Avenue

Frankfort, Kentucky 40501-3449

Dear General Stumbo:’

As stated in my. August 21, 2007 correspondence, please allow this letter to inform you that the
State Board of Elections’ reexamination of the identified voting systems will take place on
September 17 and 18, 2007, at the offices of the State Board of Elections at 140 Walnut Street,
Frankfort, Kentucky 40601. ‘

The examination by the examiners pursuant to KRS 117.379(2) will occur on Monday,
September 17, 2007, at the following times (subject to the length of the presentations):

9:30 am-11:00 am  Election Systems & Software

12:30 pm-2:00 pm  Hart InterCivic

2:00 pm-3:30 pm Premier Election Solutions (Formerly known as Diebold Election
Systems)

The examination by the examiners is not subjected to the Open Meetings Act, as it is not a
“meeting of a quorum of the members of any public agency.” KRS 61.810(1). As a result, the
examination by the examiners is not open to the public or the media. You and your staff are
invited to the examination to only observe the examination in conjunction with your duties under
KRS 15.243. However, we request that you and your staff do not interfere with the examiners in
‘the exercise of their duties and refrain from engaging the examiners prior to and on examination
day. - :

Kentuckiy™
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The examination by the State Board of Elections pursuant to KRS 117.379(2) will occur on
Tuesday, September 18, 2007, at the following times (subject to the length of the presentations):

0:30 am-11:00am  Election Systems & Software

12:30 pm-2:00 pm  Hart InterCivic

2:00 pm-3:30 pm Premier Election Solutions (Formerly known as Diebold Election
: Systems)

This meeting is open to the public and you are welcome to attend or send representatives from
your staff to attend the examinations.

Please kindly provide us with notification of the number of representatives from your staff who
will be attending the examinations so that we may accommodate your staff, as we have limited
space at our facility.

Thank you for your cooperation in this matter. Please do not hesitate to contact us if you have
any comments or questions.

Sincerely,

Trey'(!‘ayson ?

Secretary of Sta

Chairman, State Board of Elections
Commonwealth of Kentucky
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P R E M I E R ‘ Pramber Elaction Solutions, inc.
* ELECTION SOLUTIONS L :
i fax 294 3B3-1586
{  www.pramierelecions.com
Avgnst 27, 2007 .
Attn: Susan Clark VIA ELECTRONIC TRANSMISSION
Jefferson County Clerk's Office

P.O. Box 33033
Louisville, KY 40232-3033

Email: susanclark(@jeffersoncountyclerk org
Re: Jefferson County, Xentucky AccuVote-OS Prodnct Version

Dear Susan:

I am writing on behalf of Premier Election Solutions, Inc. (Premier) to make you aware
that, within the last few days, a review of our records has revealed that the product
version of the AccuVote-OS units deployed in Jefferson County, Kentucky are not a state
certified version. The AccuVote-OS product version currently certified in the State of
Kentucky is PC 1.96.6 with VSS 2002 compliant hardware. The AccuVote-OS units in
use in Jefferson County are running firmware version PC 1.96.4 with hardware that was
previously certified by the state but has not yet been upgraded to meet VSS 2002
compliance, which is now required by the State. This earlier version of firmware is, of
course, fully federally certified and has been been used extensively in several other states;
nevertheless it does not have a certification in the State of Kentncky. We have informed
the Kentucky Secretary of State’s office of this matter.

We deeply regret this error. Afier an internal review, we have determined that our
procedures for verifying state certified versions prior to shipping and implementation
were not followed in detail in this case. With your approval, and the State’s, Premier will
implement a plan to immediately correct this error by upgrading your AccuVote-OS
units, hardware and firmware, to the current state certified versions (as identified above)
at no cost to the county.

"I believe you will find that through Jefferson County’s logic and accuracy testing and
post-election auditing that there have been no functional or performance issues resulting
from the use of the earlier versions of firmware and hardware. However, please be
‘assured that Premier’s policy is to provide systems that fully meet all applicable state \f
certification requirements. Again, we apologize for this oversight and look forward to
working with you to schedule an upgrade of your AccuVote-OS equipment.

Page 10of 2



If you have any questions, please contact me at on my cell phone (214.280.6464.)

Compliance Officer
Premier Election Solutions, Inc.

CC: Trey Grayson
Dave Byrd
Michael Lindroos
Kathy Rogers
Don Vopalensky

(Kentucky Secretary of State)
(Premier President)

(Premier Legal Counsel)

(Premier Director of Gov't A ffairs)
(Premier State Certification Manager)

Page 2 of 2



COMMONWEALTH OF KENTUCKY
OFFICE OF THE ATTORNEY GENERAL

CaprroL Buioing, Sune | | B
700 CAPITOL AVENUE
FRANKFORT, KY 4060 |-3448
(502) 696-5300
Fax: (502) 564-2894

GREGORY D. STUMBO
ATTORNEY GENERAL

September 11, 2007

Via facsimile & hand-delivery
Secretary of State Trey Grayson
Chairman, State Board of Elections
Suite 152, State Capitol

700 Capitol Avenue

Frankfort, Kentucky 40601

RE: Investigation of Electronic Voting Systems
Dear Secretary Grayson:

In reply to your September 4, 2007 letter, I am pleased that the State Board of
Elections (“SBE”) is taking the necessary step of ordering a reexamination of electronic
voting systems on September 17, 2007. I accept your September 4, 2007 invitation to
observe this reexamination. OAG staff, including Assistant Attorneys General Jennifer
Black Hans and Ryan Halloran, will be present at the reexamination on Monday,
September 17, 2007. We are in the process of contracting with an independent, third-
party consultant with experience in computer software and systems security, who will
also be present as an agent of the OAG.

As requested, my staff will not interfere in any way with your examination
process. Our goal is simply to ensure secure and reliable elections for Kentucky voters.
In this regard, I do believe that the SBE’s standardized checklist is woefully insufficient
to truly test these voting systems. I agree with the League of Women Voters’ call for
independent computer experts who can ensure the accuracy and security of these voting
systems. While an experienced information technology manager may be an excellent
choice when deploying a new computer system, such experience is no substitute for a
demonstrated expertise in software engineering and computer security.

At a minimum, the SBE’s computer expert and the other examiners should have
read the Source Code Team and Red Team reports, commissioned by the California
Secretary of State and prepared by the University of California at Berkeley, and should
be able to understand each of the reports in detail. These reports represent the most recent

AN EQual. OPPORTUNITY EMPLOYER M/F/D
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Secretary Trey Grayson

Chair, State Board of Elections

RE: Investigation of Electronic Voting Systems
September 11, 2007

Page 2 of 3

top-to-bottom security analysis of the Hart InterCivic and Diebold systems currently in
use in Kentucky. With regard to the reexamination of the Election Systems & Software
(ES & S) iVotronic voting systems, the computer examiner should review Software
Review and Security Analysis of the ES&S iVotronic, commissioned by the Florida
Department of State and conducted by security experts at Florida State University. These
reports are available at the respective web sites for the California and Florida Secretaries
of State. '

The examiners should also be prepared to ask specific questions to ensure the security,
usability and accountability regarding each electronic voting system, including the
following:

4

Does the system include on its servers adequate security, which should include
any necessary appliances, software or other protections that will guarantee no
unauthorized access?

- For any voting devices or polling site components used in the system, can the

vendor explain the necessity for each and every port or other means of access to
the networked system? If not, why have the ports not been disabled?

For any voting devices or polling site component used in the system, can the
vendor explain the necessity for each modem or wireless connection? What is the
potential for unauthorized access via these connections? Is there sufficient reason
to recommend the disabling or banning of these connections?

Does the deployment of the system in each purchasing county include the re-
flashing, re-booting and/or re-installation of the firmware and/or software in all
components of the voting system? Would the vendor be willing to provide this at
no cost to the counties in order to ensure the accuracy of the system?

Can the vendor identify the seals, the recommended chain-of-custody procedures
and the security protocols for its system? How will these security procedures be
communicated to the county clerks and poll workers? }

Can the vendor identify (name, manufacturer, model, version, etc.) the operating
system and any third-party proprietary firmware or software components
(including computer chips) used in its voting system? Will the vendor ensure and
warrant the proper functioning of these third-party components in its system?
Can the vendor identify what controls have been put in place since the 2006
elections to prevent (1) the switching of votes, (2) overvotes, (3) the failure to
record votes, and (3) the tallying of shadow votes that would cause an inaccurate
vote count?

Can the vendor identify how precinct voting components will interface with vote
tallying systems in place at the county clerk’s office? Have interoperability
concerns been adequately addressed since the 2006 elections?

. Can the vendor identify for each component of the system what specific controls

are in place to report and reveal errors during any stage of the vote taking and
tallying?



Secretary Trey Grayson

Chair, State Board of Elections

RE: Investigation of Electronic Voting Systems
September 11, 2007

Page 3 of 3

v’ If the vendor intends to offer components to provide a voter-verified paper audit
trail or records, these components should be demonstrated in conjunction with the
entire system, and not certified separately.

These recommendations are made in the spirit of cooperation, and it is my sincere
hope that my continuing investigation of this matter will be met with the cooperation of
the SBE and your office.

Sincerely,

Gre%bo
Attorndy Gelferal

Cc: Sarah Ball Johnson
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Wheteas, pursuant to Elections Coide section 19201, no voting system, in whole or in part, may
be used yriless it has received the approval of the Secretary of State; and

Whereas, Elections Code section 19222 requires that 1, as Secretary of State for the State of
California, conduct periodic reviews of voting systems to determine if they are defective,
obsolete; or otherwise unacceptable; and :

Whereas, at my inauguration as Secretary of State on January 8, 2007, 1 announced my intention
to conduct a top-to-bottom review of voting systems approved for use in California; and

Whereas, on March 22, 2007, 1 citeulated for public comment draft criteria for a review of
voting systems approved for use in California, covering system securily issues, access for voters
with disabilities, access for minotity language voters, and usability for elections officials and poll
workets; and ’

Whereas, pursuant to my statutory obligations, 1 have undertaken such a review of voting
systems approved for use in California, including the Hart Intercivic System 6.2.1 voting system,
pursuant to-a contract with the Regents of the University of California and conducted by experts
sclgeted and supervised by principal investigators from the computer science faculties of the
Berkeley and Davis campuses, {o determine if the voting systems are defective, obsolste, or
otherwise imacceptable for use in the February 5, 2008, Presidential Primary Election and
subsequent elections in California; and

Whereas, the study was coriipleted on July 20, 2007, following which the expert reviewers
delivered their writien reports on their findings and methodology; and

Whereas, the expert revigwers found that the quality of the 2002 Voting System Standards
(VSS)-to which each of the three systems in their study were certified is inadequate, and noted




further that questions have been raised about the effectiveness of the testing; for example, Cibet,
Tnc., a testing laboratoty involved in testing of voting systems under the 2002 VSS, has been
demcd interim accreditation for testmg voting systems by the Federal Election Assistance
Commission after finding that Ciber “was not following its quality-control procedures and could
not document that it was condueting all the required tests™; and

Whereas, the expen reviewers demonstrated that the physieal and technological security
‘mechanisms pro y the vendors for each of the voting systems analyzed were inadequate to
ensiyre aceuracy and infe y-of the election results and of the systems that provide thosg results;

 reported that all of the vonng systeiis studied contain seribis
tly to specific vulnerabilities, which attackers could explmt 1o

affeot election outcomes, and

ode Reyiew Team found that the Hart voting system contaitis design
fashion for which those design features were not intended,
targ not secured against direct attack; and

Whereas, the Hart Source Code Review Team found that the Hart voting system’s software fails
to check the correctiess of inputs from other Hart voting system-components and uses those
inputs in unsafe ways, potentially enabling an attacker to use voting system components to
réprogram voting system units throughout the county with malicious-code that would affect a
subsequent eélection; and

Whereas, the Hart Source Code Review Team found that the Hart voting system exhibits a
notable Jack of the use of cryptographic security protocsls to secure network communications,
and where cryptography is used, a single countywide symmetric key is used that could allow a
persan to forge ballot information-and.election results in multiple polling locations; and

Whereas, the Hart Source Code Review Team found that the Hart voting system allows raw
ballot records and other information fo be used to reconstruct how each voter voted, potentially
compromising the secroey of the ballot; and

Whereas, the Hart Source Code Review Team found that mairy attacks are hard to detect and
cortect, defying development and implementation of simple, effective countermeasures; and

Whereas, the Hart Red Tedm that conducted penetration testing of the Hart voting system
discovered multiple vulnerabilities; and

Whereas, on non-polling place components of the voting system that run on a Windows
‘platform, Hart Red Team members logated an undisclosed database user name and password and
also manually bypassed Hart software security seftings so they cowld run the Hart software in a
standard Windows desktop environment, a possible vector for unauthorized access to the voting
system’s databases; and




|

Whereas, Hatt Red Team members determined that the Hart voting system software fails to
check the correctness of inputs froni other Hart voting system components; ahd

Whereas, Hart Red Team menibers were able to access dévice-level menus on the Hart eScan
precinct-based optical scan unit that should have been locked with passwords, which could allow
dceess for altering voting system conﬁguratmn settings; and.

previous studies that allowed

Whereas, Hart Red Team members confirmed findings from,

=polls, ta
reeord *vete‘s (

technaleglczﬂ séfeguards”but detectable an'a: ma:nual recot; and

WI ereas, Hart Red Team mienib 5 found that the Hart votmg system aIIows for remotc

with dlS&bllItI@S) potcnnzdly vmlatmg thc secrecy of the vb'aﬁliﬁt and'

Whereas, architectural features. of the Hart voting system significantly reduce its vulnerability to
a viral attack introduced while the polls are opén by a person with access only to the eSlate
Direct Recording Electronic voting device; and

Whereas, architectural features of the Hart voting system significantly reduce its vulnerability to
viral corruption of the voting system’s central tally component through the introduction of
mialicious code at a polling place; and

Whereas, on July 30, 2007, a duly noticed public hearing was held to give interested persons an
opportunity to express theif views regarding the review of various voting systems, including the
Hart Intercivic System 6.2.1 voting system; at this hearing, approximately 60 individuals
testified; many more submitted commonts by letter, facsimile transmission, and electronic mail;
and

Whiereas, pursuant to Elections Code ection 19222, 1, as Secretary of State, am authorized to
withdraw approval previously granted of afiy voting system or part of a voting system if 1
determine that voting systemor any part of that voting system to be defective or otherwise
unacceptable; and

Whereas, 1 have teviewed the Hart Intercivic Systém 6.2.1 voting system and I have reviewed
and considered several reports regarding the use of this voting system; the public testimony
presented at the duly noticed public hearing held on July 30, 2007; and the comments submitted
by letter, facsimile transmission, and electronic mail; and




{
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Whereas, pursuant to Elections Code section 19222, six months’ notice must be given befote
withdrawing approval previously granted of any voting system or part of a voting system unigss
1, as Secretary of State, for good canse shown, make a determination that a shorter period is
necessary; and

Whereas, pursuant to Elections Code section 19222, any withdrawal by the Secretary of State of
the previous approval of a voting system or part of a voting system is not effective 4s to any
election conducted within six months of that withdrawal; now

Therefore, I, Debra Bowen, Secretary ofStﬁte for the State of California, find and
determine, pursuant to Division 19 of the Elections Code, as follows:

For the reasons set forth ahove, the Hart Inteeric System 6.2.1 vo‘tmg system, comprised.
f, DAU; ver - . '0, ver;sion L 3

Rally seftware, versmn 2;3 Tally software, version 4.3.10, .and SEA,,VO, version
4.2:10; which was previpusly approved, is found and determined to be defective or
unacceptable and its certification and approval for use in snbsequent elections in
California is immediately withdrawn, except as speeifically provided below.

1. Before any use in the February 5, 2008, Presidential primary election, jurisdictions must
reinstall all software and firmware (including reformattingall hard disk drives and
reinstalling the operating system where applicable) on all election management system
servers and workstations, voting devices and hardware components of the voting system.
Voting system application software must be reinstalled using the currently approved
version obtained dircctly from the federa) testing laboratory or the Secretary of State.

2. Within 30 days of the date of this document, the vendor must present a plan and uniform
jurisdiction-use-procedures to the Secretary of State for approval that will prevent future
viral propagation.of malicious software from oné systetn coraponent to another, such as
from a voting system comiponent located in one precinet to voting system components
located in other precinets. The plan and use procedures must incerporate, or employ
methods 4t leat as efféctive as, a configuration of parallel central election management
systcms separated by an “air-gap” where (1) a permanent central system known to be
running unaltered, certified software and firmware is used solely to define elections and
program voting equipment and memory cards, (2) a physically-isolated duphcatc system,
reformatted after every election to guard against the possibility of infection, is used solely
to read memory cards containing vote results, accumulate and tabulate those results and
produce reports, and (3) a separate computer-dedicated solely to this purpose is used to
reformat all- m@mary devices before they are connected to the permanent system again.
(This “air-gap’ " model was proposed by the Source Code Review Team that reviewed the
Digbold Election Systems, Inc., GEMS 1.18.24 voting system. Furthier details
concerhing the model are prov_lded in Section 6.10 of the Source Code Review of the
Diebold Voting System, dated July 20, 2007, and available on the Secretary of State




website at http://www.sos.ca.gov/elections/voting_systems/ttbr/diebold-source-public-
Jul29.pdf.)

Within 30 days of the date of this docutuent, the vendor must subiit to the Secretaty of
State for approval spamﬁcatlons for the hardware and operating systom platform that
must be used for all applicable components of the voting system. Thie vendor must
identify the requirements for “hardening” the configuration of that platform, including, "
but not lirmited to: i
» BIOS configuration;

i mm of essential serviogs that are reguired and non-essential services that

. Password pohc s, | _
along with all related user account’ control sé ttmgs* and

¢ Al utilitiés and software applications, with specifications for their installation,
conifiguration and use, that are:; neoessary for operation of the-voting system (e.g:,
security software, data.compression utilities, Adobe Acrobat, etc.).

The vendor must identify autotated mechaiiisms for jurisdictions to confirm and
document that their system has been configured to these standards, and that all updatable
cornponents are the approved version and level. The vendor must provide full
instructions for the use of these mechanisms, including expected results.

Immediately after any repair or modification of any voting system component, the
integrity of the firmware and/or software must be verified using the automated
mechanisms described above, or all software must be reinstalled by the jurisdiction from
a read-only version of the approved firmware and/or software supplied directly by the
federal testing laboratory or Secretary of State before the equipment can be put back into
service.

Turisdictions are prohibited from mstalhng any software applications or utilities.on any
component of the voting syster that have not been identified by the vendor and approved
by the Secretary of State.

Within 30 days of the date of this-document, the vender must develop and submit to the
Secretary of State for approval, a plan and procedures for timely identification of required
security updates (&.2., operating system security patches, security software updates, etc.),
vendor testing of the updates, and secure distribution and application of vendor-approved
security updates.

Within 45 days of the date of this document, the vendor, working with jurisdiction users,
must develop and submit to the Seeretary of State for approval, uniform requirements and
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use procedures for operating and maintaining the physical and logical security of the
system, including, but not fimited to:

Physical security and decess to the system and all components;

Network security;

Data secutity (including data backup requirements and procedures); and
Separatior of roles and responsibilities for jurisdiction personnel.

- o *

Network cotinections to any: device not direetly used and necessary for votinig system
functions ake prohibited. Communication by or with any cofitponent of the votitig systet
vy wireless or n is prohibited at any thiie. No component of the

it stem, ot any-device with network conngotivity to the votitig system, may be
conncx:ted to the Intemﬁft dl,fectly or indirectly, at any time.

Wﬁhm 45 da s of the dﬁte of 'thIs =documem the vendor, workm pi w1th Juﬁsdicuon users,

n ]ogu: and
pire nt,or detect

. Apphcanon of two-person rle;

»  Chain of custody controls and signature-verified documentation;

¢ Reqguirements for secure interim storage of any system component; and

¢ Employment of mechanisms to detect unauthorized aceess to the equipment.

Where tamper-evident seals are required to detect unautherized access to a system
component, those seals must be serialized and the vendor must specify in each instance
the type of the seal to be used and the exact placement of that seal using photographs,

Upon request, members of the public must be permitted to observe and inspect, without
physical contact, the integrity of all externally visible seourity seals used to secure voting
equipinent in a time and manner that does not interfere with the conduct of the election or
the privacy of any voter.

Whete voting equipment is used to record and tabulate vote results in a polling place,
upon close of the polls, the poll workers are required to print two copies of the
aceunmlated vote results and andit log from each JBC or eScan. Each poll worker must
sigt every copy. ‘One copy of the vote results and audit log from each device must be
publicly posted outside the polling place. The second copy must be included with the
official election material that is returned to the jurisdiction headquarters on electiﬁn night.

No poll worker or ¢ther person may record the time at whlch or the order in which voters
vote in a polling place.

Poll workers are not permitted to have aceess to any VBO audit records, nor may they
participate in any audits or reeounts involving VBO audit records.
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Within 60 days of the date of this document, the vendor, working with jurisdiction users,
must develop and submit to the Secretary of State for approval, specific detailed uniform
requirements and use procedures for vote results auditing and reconciliation, review of
audit logs and retention of election documentation to validate vote results and detect
unauthorized manipulation of vote results, including, but not limited fo:

. Identx ﬂaatmn of Abnermal votmg pattertis o VBO andit trails;
»when significant discrepancies exist between electronic

« Reconciliation of discrepancies between electronic and manual audit vote results.

Any post-election '_pesed a2 condit’ion e‘fthis certiﬁca'ticiﬂ sha‘lI

be pald for b,\

post electlon manual ceunt A

o Increased manual count any lose 1 es_ based on #n adjustable sample
model, where the size of the initial random sample depends on a numberof factors,
including the apparent margin of victory, the number of precincts, the number of
ballots cast in each precinet, and a desired confidence level that the winner of the
election has been called correctly. In-establishing sampling requirements for close
races, the Secretary of State may impose & specific sampling threshold for a given
vote differential ot percentage of the margin of victory, taking into account the
number of electors and the number and size of precincts in the race.

« Bscalation requirements for expanding the manual count to additional precinets when

discrepancies are found.
» Uniform procedures to increase transparency atd effectiveness of post- electton
manual count-audits.

Each polling place must be equipped with a method or log in a format specified by the
Secretary of State after consuliation with the jurisdiction usets fo record all problems and
issnes with the voting equipment in the polling place as reported by voters or observed by
poll workers, Such records mustinclude the following information for each event:

» Date and time of occurrence;

¢ Voter involved, if any;

+ Equipment involved;

v Brief description of occurrence;

¢ Actjons taken to resolve issue, if any; and .

s EBlection official(s) who observed and/or recorded the event.

All such event logs or reports must be made available to the public for inspection and
review upon request. Prior to ot concurrent with the certification of the election, the
jurisdiction election official must submit a report to the Secretary of State of all reported
problems experienced with the voting system and identifying the actions taken, if any, to
resolve the issues.




Training of poll workers must include the following:
& Scoure storage of voting equipment while in the poll worker’s possession;
» Chain-of-custody procedures (including two person rule) required for voting
equipmenit-and polling place supplies;
Seal placement and procedures for verification of seal integrity;
* Placement and observation of voting equipment;
Observation of activity that could indfcate tampering or an attemipt af tampering;
The Voter Bill of Rights set forth in section 2300 of the Elections Code; -
_tthe Voter Veﬁﬁed Paper Audit Trax 'WPAT) the

stre ¢ he-¢ il the gvent € ﬁ'r(a; and
How to: pmperly 1og all-events and issues related to voting equipment in the polling
place, including voter complaints of malfunetiomng equipment,

All voters voting on paper ballots must be provided a privacy sleeve for their ballot and
mstructed on its use.

A warning must be posted in each voting booth stating that, pursuant to Elections Code
sections 18564, 18565, 18566, 18567, 18568 and 18569, tampering with voting
equipment or altering vote results constitutes a felony, punishable by imprisonment.

With respect to any piece of voting equipment for which the chain of custody has been
compromised or for which the integrity of the tamper-evident seals has been
compromised, the following actions must be taken:
« The chief election official of the jurisdiction must be notified immediately,
o The equipment must be removed from service immediately and replaced if possible;
» Any votes cast on the device ptior to its removal from service must be subject to a
100% manual audit as part of the official canvass;
Any metmory card containing data from thet device must be secured and retained for
the full election retefition period;
An image of all device softwate and firmware must be stored on wtite-only media
and retained seourely for the full election refention period; and
All device software and firmware must be reinstalled from. a read-only version of the
approved firmware and software supplied dueoﬂy by the federal testmg labotatory or
the Secretary of State before the equipment is pladed back into service,

If a voting device experiences a fatal error from which it cannot recover gracefully (i.e.,
the erroris not handled through the device’s internal error handling progedures with or
without user input), such that the device must be rebooted ot the device reboots itself to
restore operation, the following actions must be taken:

» The chief election official of the jurisdiction mustbe notified immediately;
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¢ The equipment must be removed from service immediately and replaced as soon as
possible;

s Any votes cast.on the device prior to its removal from service must be subject to-a
100%. manual audit over-and above the normal manual audit conducted during the
official canvass;

»  Anymemory card contammg data from that device must be secured and retained for

fthe Secretary nf State befor@ the eqmpment is place.d back mto servxce

The Secretary of State will review and finalize all plans, réquirements and procedures
submitted pursuartto the foregm‘ g requirements abave within thirty days of receipt.
Upon approval, all such plans, requirements and procedures will aitomatically be
ingorporated into. the official use procedures for the voting system, and will become
binding upon dll sers of the system.

No substitution or miodification of the voting system shall be made with respect to any

component of the voting system, including the Use Procedures, until the Secretary of
State has been notified in writing and has determined that the proposed change ot
modification ddes not impair the accutacy and efficiency of the voting system sufficient
to.require a re-examination and approval,

The Vendor developed utilities, Fusion, In-Fusion, Bravo and Trans, are specifically

‘excluded from this certification.

The Secretary of State feserves the right, with reasonable notice to vendor and to'the
counties using the voting systert, to modify the Use Procedures used with the voting
system and to-impose additional requiremerits with tespect to the-use of the system if the
Segretary of State determinies that such modifications or additions are necessary to
enhance the accuracy, reliability or security of any of the voting system. Such
modifications or additions shall be deemed to be incorporated herein as if set forth in full.

Any county using this vatitig system shall, prior to such use in each election, file with the
California Secretary of State a eopy of its Election Observer Panel plan.

The vendor agrees in writing to provide, and shall provide, to the Secretary of State, or to
the Secretary of State’s designee, within 30 days of the Secretary of State’s demand for
suchi, 2 working version of the voting system, including all hardware, firmware and
software of the voting system, as well as the source code for any sofiware or firmware
contained in the voting system, including any commercidl off the shelf software or
firmware that is available and disclosable by the vendor, provided that the Secretary of



State first commits to the vender in writing to maintain the confidentiality of the contents
of such voting system or source code so as.to protect the proprietary interests of the
vendor in such voting system or source.code. The terms of the commitment to maintain
confidentiality shall be determined solely by the Secretary of State, after consultation
with the vendor. The voting system shall not be installed in any California jurisdiction
until the venidor has signéd such an agreement. Any reasonsble costs associated with the
teview of the sovrce code for any software or firtiware contained in the voting system
shall be borne by the vendof.

The Secremry ~of Statc TeseIves. the nght to momtor actlvi‘tles befnre, durmg and aﬁer the

) , ' nts, mcludmg, but not ihmlted ta
those voting systein requirements: set forth in the C; ia Elections Code and the
Help Amenca ote Act.of 2002 atid those requitements ficorporated by reference ini the

 Vote Actof 2002, Further, voting systenis shall also comply with-all state

and federal voting system guidelines, standards, regulations and requirements that-derive
authority from orare promulgated pursuant to and in flntherance of the California ‘
Elections Code and the Help America Vote Act of 2002 or other applicable state or |
federal law when appropriate.

Voting system manuficturers ot their agents shall assume full responsibility for any
representation they make that a voting system complies with all applicable state and
federal requirements, including, but not limited to, those voting system requirements as
set forth in the California Elections Code and the Help America Vote Act of 2002 and
those requirements incorporated by reference in the Help America Vote Act of 2002. In
the event such represemation is determined to be false or misleading, veting system
‘manufacturers or their agents shall be responsible for the cost of any upgrade; retrofit or
replacement of any voting system or its component parts found to be necessary for
certification or otherwise not in compliance.

Any vofing system purchased with funds allocated by the Secretary of State’s office shall
meet all applicable state-and federal standards, regulations and requirements, including,
but not limited to, those voting system requirements as set forth in the California
Elections Code and the Help Anietica Vote Act of 2002 and those requirements
incorporated by reference in the Help America Vote Act of 2002.

The vendor must establish a California County User Group and hold at least one animial
meeting where all California users and Secretary of State staff are invited to attend and
review the system and ensure voter accessibility.

In addition to depositing the source code in an approved escrow facility, the vendor must
deposit with the Secretary of State a copy of the system source code, binary executsbles
and tools and documentation, to allow the complete and suceessful compilation and
installation of a system in its production/operational envitonment with confirmation by a
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verification test by qualified personnel using only this.content. The Secretary of State

reserves the right to perform a full independent review of the source code at any time.

The vendor must provide printing specifications for paper ballots to the Sccretary of
State. The Secretary of State will certify prititers to-print ballots fbr this:system based
upon their demonstrated ability to do-so. The vendor may not require exclusivity in
ballot printing and must coopetate fully in certification testing of ballots produced by

other ballet printers.

\UEARA BOWEN
Secretary of State
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‘E‘ECRETARY OF STATE
WITHDRAWAL OF APPROVAL OF

DRE & OPTIOAL SCANPVOTING SYSTEM

Whereas, pursuart to Elections Code section 19201, no voting system, in whole ot in part, may
be used unless it has received the approval of thic Secretary of State; and

Whereas, Elections Code section 19222 requires that T, as Secretary of State for the State of
California, conduet periodic reviews of voting systems to determine if they are defective,
obsolete, or otherwise unacceptable; and

Whereas, at my inauguration as Secretary of State on January 8, 2007, 1 annoﬁ.nced my inteition
to conduct a top-to-bottom review of voting systems approved for use in California; and

Whereas, on Maroh 22, 2007, I circulated for public comment draft criteria for a review of
voting systerns approved foruse in California, covering system securily issues, access for voters

with digabilities, access for minority language voters, and usability for ¢lections officidls and poll

workers; and

Wherens, pursuant to my. statutory obligations; I have undertaken such.a review of voting
systems approved for use in California, including the Diebold Election Systems, Ine.,

GEMS 1.18.24/AccuVote-TSX¥/AccuVote-0S voting system, pursuant to a contract with the
Regents of the University of California and conducted by experts selected-and supetvised by
incipal investigators. from the computer seience faculties of the Berkeley and Davis CaMpuses,
to determine if the voting systems are defective, obsolete, or otherwise unaccepiable forusein
the Pebruaty 5, 2008, Presidential Primary Election and subsequent elections in California; and

Whereas, the study was completed on July 20, 2007, following which the expert reviewers
delivered their written teports on their findings and methodology; and



it
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Whereas, the expert reviewers found that the quality of the 2002 Voting System Standards
(VSS) to which each of the tliree systems in their study were cettified is inadequate, and noted
further that questions have been raised about the effectiveness of the testing; for example, Ciber,
Inc., a testing Jaboratory involved in testing of voting systems under the 2002 VS8, hds been
dem\od interim accreditation for testing voting systems by the Federal Election Assistance
Commission after finding that Ciber “was not following its quality-control procedures and could
not document that it 'was condueting all the required tests”; and

ical and technelogical security
; ,s?analyzed wer, ) @

on the gléction nanagemerit system, which could cause votes to be recorded incbrreétLy’o.r o bé
miscounted, possibly altering ¢lection results; and

Whereas, the Diebold Source Code Review Team found that the Diebold system is susceptible to
computer viruses that propagate from voting machine to voting machine and even voting
machines to the election management system, which could allow an attacker with access to only
one voting unit or memory card to spread malicious code, between elections, to many, if not all,
of a county’s voting units; and

Whereas, the Diebold Source Code Review Team found that due to these shortcomings some
threats would be difficult, if not impossible, to remedy with election procedures; and

Whereas, the Diebold Source Code Review Team-found that both the electronic and paper
records of the Diebold TSx direct recording electronic votirig machine contain enotigh
information to compromise the secrecy of the ballot; and

Whereas, the Diebold Red Team that conducted penctration testing on the Dicbold voting system

performed vulnerability scans of the Diebold voting system and discovered multiple
vulherabilities; and

Whereas, the Diebold Red Team members, with access orily to the Windows operating system
on the Diebold GEMS election management server supphed by Diebold and without requiring
access to Diebold source code werg able to access the Disbold voting system server software and
to cortupt the election management system database, which could result in manipulated voter
totals or the inability to read election results, rendering an election impossible to complete
clectronically; and ’ ‘

v
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Whereas, without requiting access to Diebold source code, the Diebold Red Team members
gained “root access” to the voting system that allowed manipulation of every setting on the
networking devices and on the election management system server, and

Whereas the owold Red Team members, ymho‘ t:accessmg chbold source code, were able to

j :..untll the T % 1

voters who werenot: ) ;‘ ! }
a version o all ¢ d.not observe because the
attach also can es th C TSX 10 stop lssmng veminders fo voters that they stiould verify the printed
record of their selections; and

Whereas, the Diebold Red Team menibers also found that the design of the AVPM VVPAT
printer ehabled attacks on the printed records of voter’s ballots using a.common household
substance that could covertly destroy the VVPAT tecords, particularly notable because the attack
(1) affects records printed before the attack is executed, (2) affects records printed after the
attack is executed, (3) does not affect the way records are displayed to voters as they arc
produced — so ds to avoid raising voter susplcmn before the close of polls, (4) does not affect the
printer mechanisms ot jam the printer - again, to avoid raising suspicion, (5) the impact of these
attacks is to make many of the VVPAT-printed records completely unreadable and most of them
barely or only partially readable, destroying records already printed by the VVPAT at the time of
the attack and potentially destroying all records produced throughout the rest of the day by that
partioular VVPAT, and (6) the attack is particularly viable on the TSx% because the design of the
VVPAT printer and the security casing for printed records allows the attack subistance to linger
undetected inside the machine until the end of election day; neither subsequent voters nor-poll
workers would know the attack had takeén place until the printed records were removed at the end
of Election Day; and

Whereas, the impact (once discovered) of the household substance attack on the VVPAT is
highty visible, but when combined with ani slectronic attack that destroyed ballofs, it could serve
to effectively nullify most ~ if not all — of the votes cast on 3 particular TSx unit; and

Whereas, the Diebold Red Team members, without acoessing Diebold source code, gained
acoess to the election management server to manipulate and corrupt the election managerment
system database; and

Whereas, some of these attacks could be carried out in 2 manner that is not subject to detection
by audit, including review of software logs; and




‘Whereas, voted and unvoted op
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Wiiereas, intellectual property is in any event notoriously difficult to protect against theft or
unauthorized access, voting system source code being no less vulngrable; and

Whereas, Diebold left source code for one of its direct recording electronic voting machines
unprotected on the Internet, from which it was downloaded and subsequently examined by many
people, including computer security experts-and other comiputer scientists; and

Whérea’s, a Digbold direct recording electronic voting machine was offered for sale on ¢Bay, the
Iritertiet anction site; and

Whéreas, tamperinig with optical scari equipment such asith Diebold AccuVote-08 precinot
seanner and the AceuVote- tral Count:can be rea detected and corrected through hand
counting of the optic: cart paper balkats marked and directly verified by voters; and

ptical scan paper ballots.can be secired through well-developed
iaﬁdélﬁeStEﬂtpf?fYSj‘Cﬂ353611171@’5:?@11, sand procedures; and

Whéreas, tampering with direct recording electronic voting machines such as the TSx canbe.
difficult or impossible to detect, and is also-difficult or impossible to correct through hand
.countmg of VVPAT records, particiilarly when combined with successful attacks on VVPAT
printing systems such as the AcéiView Printer Module uged with the TSx; and

Whereas, studies have shown that many voters do not review VVPAT records and that test
voters who do review VVPAT records do not deteet many discrepancies that have been
intentionally introduced between selections shown on the paper record and selections shown on
the review screen of a direct recordinig electronic voting machine; and

Whereas, on July 30, 2007, a duly noticed public hearing was held to give interested persons an
opportinity to express their views regarding the review of various voting systems, including the
Diebeld Election Systems, Inc,, GEMS 1.18.24/AccuVote-TSX/AccuVote-OS voting system.
At thiis heating, approximately 60 individuals testified. Many more submitied comments by
letter, facsimile transmission, and electronic mail; and

Wlﬂldtaw approval prewously gran ed. of any vatmg system or part ofa votmg systcm 1f I
determine that voting system or any part of that voting system to be defective or othierwise
unacceptable; and

’Whereas, ihave reviewed the Diébnld iEMS 1. 18 24]AccuV0te-TSX/AccuVate~OS voting

and the comments submitted by leuer facsmnle transmlssmn, and eiectromc m@ul and

ngereas,_ pursuant to-Elections Code section 19222, six months” notice must be given before
withdrawing approval previously granted of any voting system or part of a voting system unless




I, as Secretary of State, for good cause shown, make a determination that a shorter period is
rieegssary; and

Whereas, pursuarit to Elections Code section 19222, any withdrawal by the Secretary of State of
the previous approval of a voting system or part of a voting system is not effective as to any
election condueted within six months of that withdrawal; now

- Therefore, I, Debra Bowen, Secretary of State for the State of California, find and

determine, pursnant to Division 19 of the Elections Code; as follows:

For the reasons set forth above, the DlebQ;d _Electl()ns Systems, Inc,, votmg_system, 7

software, versmn 4.;6

in Cahforma is nmmedlé'tely'thhdr Wn, except as: speclfically provnﬂed below

1. In order to provide accessible balloting to voters with disabilities in compliance with
HAVA, jurisdictions may use-no:more than otie AccuVote-TSx per polling plase on
Election Day. To protect voter privacy, jurisdictions are required to ensure that at least
five persons voluntarily cast their ballot on each such device over the: course of Election
Day.

2. The AccuVote-TSx miay be used in eatly voting prior to Election Day, subject to the
following restrictions:

s After the close of the polls-each day of early voting, all voting equipment must be
secured against tampering and returned by jurisdiction elections employees for
storage in a jurisdiction facility that meets the security standards that apply to the
jutisdiction’s election headquarters;

Early voting cenfers may only be staffed by jurisdiction elections employees;

o The jurisdiction must staff the early voting éo that one employee is responsible solely
for monitoring the voting equipment to ensure no unauthorized access to the
equipment ocours; "

 The jurisdiction must maintain a chain of custody log for-each pxece of ¢quipment, in
which two or more jurisdiction employees record, verify and sign off on the public
counter numbers on the device, the integrity of the tamper-evident-seals and the serial
nuniber of those seals at the opemng and closing of the polls each day of early voting;
and

¢ The jurisdiction must conduct a 100% manual count of all votes cast on an AccuVote-
T8x.

3 The elections official must reset the encryption key used for all AccuVote-TSx units to
change the key from the factory default setting to a unique value for each election prior to
programming any units.
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Before-any use int the February 5, 2008, Presidential primary election, jurisdictions must
reinstall all software and firmware (including reformatting all hard disk drives and
reinstalling the eperating system where applicable) on all election management systern
servers and workstations, voting devices and hardware components of the voting system.
Votmg system application software must be reinstalled using the cuxtently approved
version obtained direetly from the federal testing laborafory or the Secretary of State.

Wlthm 30 days of" hc {ate of this document, the vendor must present o plan and umferm “ _

rcfbmut all memory devn(:es before they are connccted o the permanent system agam
(This “air-gap” model was proposed by the Source Code Review Team that reviewed the.
Diebold Election Systems, Inc., GEMS 1.18.24 voting system. Further details
concerning the model are 'p‘rovided in Section 6.10 of the Source Code Review of the
Dicbold Voting System, dated July 20, 2007, and available on the Secretary of State
website at hitps//www.sos.ca.gov/elections/voling_systems/ttbr/dighold-source-public-
jul29.pdf.)

Within 30 days of the date of this document, the vendor must submit to the Secretary of

State for approval specifications for the hardware and operating system platform that

must be used for all applicable cemponents of the voting system. The vendor must

identify the requirements for “hardening” the configuration of that platform, including,

but not limited to:

» BIOS configuration;

» Identification of essential services that are requlred and non-essential services that

must be disabled;

Identification of essential ports that are required and noni-essenitial ports that must be

disabled and, if feasible, removed or physieally blocked;

Audit logging configuration;

Definition of user security roles and associated permissions to assure all users have

only the mininium required permissions for their role;

s Password policies, including password strength, expiration, and maximum attempts,
along with all related uset account control settings; and

+ All utilities and software applications, with specifications for their installation,
configuration and use, that are fiecessary for operation of the voting system (e.g.,
security software, data compression utilities, Adobe Acrobat, etc.).

L 2
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The vendor must identify automated mechanisms for jurisdictions to confirm and
document that their system has been configured to these standards, and that all updatable
components are the approved version and level. The vendor must provide full
instructions for the use of these mechanisms, including expected results.

Immediately after-any repair or modification of any voting systeni component, the
inteprity of the: ﬁrmwaw and/or soﬁwa' must ‘ba verlﬁed using the automated
mechamsms desc,. ; ]

fedar 1,,téé£1ng .ilaboratory or Secretary of Statc bef@re the eqmpment.éan be put back into

" service,

Jurlsdwtions are proh1b1ted i‘rom mstalhng any soﬁwa;re applj canons or uﬁlmes on any

by the Secretary rof State

Wlthm 30 days of the data of thxs document, the vendor nust develop and sublmt to the

securxty updatss (e g gye -y n sec ,patches secumty“ oﬁware updates etc)
vendor testing of the updates, and secure dlstnbuuon and application of vendor-approved

security updates.

Within 45 days of the date of this document, the vendor, working with jurisdiction users,
must develop and submit to the Secretary of State for-approval, uniform requirements and
use procedures for operating and maintaining the physical and logical security of the
system, including, but not limited to:

Physical security and accéss to the system and all components;

Network security;

Data security (including data backup requirements and procedures); and
Separation of roles and responsibilities for jurisdiction personnel.

*

Network connections to any device not directly used and necessary for voting system
furictions are prohibited. Communication by or with any component of the voting system
by wireless or modem transmission is prohibited at any time. No component of the
voting system, or any dévice with network connectivity to the voting system, may be
conngcted to the Internet, directly or indirectly, at-any time.

Within 45 days of the date of this document, the vendor, working with jurisdiction users,
rust develop and submit to the Secretary of State for approval, detailed uniform
requirements and use procedures for programming, pre- and post-election logic and
accuracy "te:sting, 'transporting and Operating voting equipment that will prevent or dete"c't

bui not h_mlt,ed tor

o Application of two-person rule;

o Chain of custody controls and signature-verified documentation;

» Requirements for secure interim storage of any system component; and

» Employment of mechanisms to detect unauthorized access to the equipmerit.




13.

i4.

15.

16.

17.

18,

19.

20,

“Where tampet-evident seals are required to detect unauthorized access to a system

component, those seals must be serialized and the vendor must specify in each instance
the type of the seal to be used and the exact placement of that seal u-‘s-i-ng. photographs.

Upon request, members of the public must be permitted to observe and inspect, without
physical contaet, the integrity of all externally visible security seals used to secure voting
cqulpment in a time and manner that does not interfere with the conduct of the-election or
the-privacy of any voter.

upcm ciose _
accumulated vot, e
every cop

electmn matertal tha_ igres ,uméd 1o the Juris Hetion'd gédqumters on eles mn mght,. '

No pall worker or othier-person may record the time at which or the order in-which voters
vote in a-polling place.

Poll workers are not permitted to have access to-any AVPM audit rgcords, nor may they
participate in any audits or recounts involving A VPM audit records.

Within 60 days of the date of this document, the vendor, working with jurisdiction users,

must develop and submit to the Secretary of State for approval, specific detailed uniform

requitements and use procedures for vote results anditing and reconciliation, review of

audit logs and retention of election documentation to validate vote results and detect

unauthorized manipulation of vote results, including, but not limited to:

¢ Precinct level ballot accounting;

¢ Identification of abnormal voting patterns on AVPM audit trails;

+ Escalation of audit samipling when sigrificant discrepancies exist between electronic
and manual audit vote results; and _

s Reconciliation of discrepancies between electronic and manual andit vote results.

Any post-election auditing requiremenits imposed as a.condition of this certification shall
be paid for by the vendor. J unsd:lctlon usets are required to conduct the-audits and the
vendor is required-to reifiburse the jurisdiction.

After consultation with jurisdiction users, the Secrctary of State shall cstablish additional

post-clection mianual count auditing requirements, including:

o Increased manual count sample sizes for close races, based on an adjustable sample
model, where the size of the initial random sample depends on a number of factors,
including the apparent margin of victory, the number of precincts, the number of

ballots cast in each precinet, and a desired confidence level that the winner of the

election has been called correctly. Tn establishing sampling requirements for close
races, the Secretary of State may impose a specific sampling threshold fop a given
vote differential or percentage of the margin of victory, taking into account the
number of clectors and the number and size of precinets in the race;




21.

22,

23,

24

25,
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+ Escalation requirements for expanding the manual count to additional precinets when
discrepancies are found; and

» Uniform procedures to increase transparency and effectiveness of post-election
manual count audits.

User jurisdictions are required to conduct a 100% manual count audit of the electrohic
results tabulated on each DRE machine in use on Election Day.

Secretary of State aﬁer censultatmn thh the Jul‘lSdlCthI‘l users tca record aﬂ problems and
issues with the voting equipment in the polling place as reported by voters or-observed by
poll workers. Such records must include the following information for each event:

¢ Dale and time of occurrence;

Eqmpment involve s
Brief description of occusrence;

Actions taken to resolve issue, if any; and

Election official(s) who observed and/or recorded the event.

* o o & &

All siich event logs or reports must be made available to the public for inspection and
feview upon request. Ptiorto or concutrent with the certification of the election, the
jurisdiction election official must submit a report to the Sectetary of State of all reported
problems experienced with the voting system and identifying the actions taken, if any, to
resolve the issues.

Training of pol] workers must include the following:

» Secure storage of voting equipment while in the poll worker’s possession;

¢ Chain-of-custody procedures (including two person rule) required for voting

equipment and polling place supplies; '

Scal placement and procedures for verification of seal integrity;

Placement and observation of voting equipment;

Observation of activity that could indicate tampering or an attempt at tampering;

The Voter Bill of Righits set forth in section 2300 of the Elections Code;

The purpose served by the Voter Verified Paper Audit Trail (VVPAT), the

importance of its use by voters, and how to handle probletns such as paper jams;

How to ensure that 2 minirmum of five voters vote on each DRE in a polling place;

« The pubtic right to inspect voting equipment and security seals, and how to handle
requests for such inspection;

s How to handle equipment failure or lack of sufficient paper ballots in a polling place
and how to ensure continuity of the election in the-event of such a failure; and

o How to propetly log all events and issues related to voting equipment in the polling
place, including voter complaints of malfunctioning equipment.

All voters voting on paper ballots must be provided a privacy sleeve for their ballot and
instructed on its use.




26.

27.

28.

29.

il

A warning must be posted in cach voting booth stating that, pursuant to Elections Code
séctions 18564, 18565, 18566, 18567, 18568 and 18569, tampering with voting
equipment or aIt.er_mg yote results constitutes a felony, punishable by imprisonment.

'Wlth respect to- dny plecc of voting cquipmem fcr Which the cha‘in of 'cus’te)dy has been
compromlsed the followm ' actlons must be tak"én
. The ch1ef elestmn ofﬁclal of the Junsdmti on mUSt be mahﬁed nmncdla’tely,

and retamed:s ( urely fqr fhe qu electmn retentmn pe d and

s All device § ¢ anid fifmware must be réinstalled from a téad-only version of the
approved fimiware and software supplied dxrecﬂy by the federal testing laboratory or
the Secretary of State before the equipment is placed back'info service.

Ifa votmg device experiences a fatal error from which it cannot tecover gracefully (e,
the error is not handled through the device’s intetnal error handling procedures with or
without user input), such that the device must be rebooted of the device reboots itself to
restore operation, the following actions must be taken:

s The chief election official of the jurisdiction must be notified immediately;

¢ The equipment must be removed from service immediately and replaced as soon as
possible;

» Any votes cast on the device prior to its removal from service must be subject to a
100% manual audit over and above the normal manual audit conducted during the
official canvass;

»  Any memory card containing data from that device. must be secured and retained for
the full election retention period;

» An image of all device software and firmware must be stored on write-only media
and retained securely for the full election retention period;

¢ The vendor shall provide an analysis of the cause of the fajlure;

¢ Upon request by the Secretary of State, the vendor shall retain the device for a
reasonable period of time to permit forensic analysis; and

s All device software and firmware must be reinstalled from a tead-only version of the
approved firmware and software supplied direstly by the federal testing laboratory or
the Secretary of State before the equipment is placed back into service.

The Secretary of State will review and finalize all plans, requiternents and procedures
submitted pursuant to the foregoing requirements above within thirty days of receipt.
Upon approval, all such plans, requirements and procedures will automatically be-
incorporated into the official use procedures for the voting system, and will become

* binding upon all users of the system.

10



34,

35.

36.

No substitution or modification of the voting system shall be made with respect to any
componsnt of the voting system, including the Use Procedures, until the Secretary of
State has been notified int wnhng and has deterittined that the proposed change or
modification does not impair the accuracy and efficiency of the veting systetn sufficient

to-réquire & re-ckaminatioh und approval,

The Secrstary cf State reserves the nght wu:h reasgnable noticc tﬂ vcnder and to the

e Secretary of State s demand for
all hardware, firmware and
) ode for any software or firware
e W s udmg any commerclal off the shelf software or
fmnw e that s available and disclosable by the vendor, provided that the Secretary of
State first commits to the vendor in writing to maintain the confidentiality of the contents
of such voting system or souree code so s to protect the proprietary interests of the
vendor in such voting system orsource code. The terms of the commitment to maintain
confidentiality shall be determined solely by the Secretary of ‘State, after consultation
with the vendor. The voting system shall not be installed in any California jurisdiction
until the vendor has signed such an agreement. Any reasonable costs associated with the
review of the source code for any software or firmware contained in the voting system
shall be born by the vendor,

" The Sectetary of State reserves the right to monitor activities before, during and after the

election at-any precinet or registrar of voters® office, and may, at his or her discretion,
conduct 4 random parallel monitoring test of voting equipthent.

By order of the S¢cretary of State, voting systéms certified for use in California shall
comply with all applicable state and federal tequirements, including, but not limited to,
those voting systerm. requn‘ements g5 set forth in the California Elections Code and the
Help America Vote Act of 2002 and those requirements incorporated by reference in the
Help Ametica Vote Act 62002, Furthier, voting systems shall also comply with all state
aind federal voting system puidelines, standards, regulations and requirements that derive
or are promulgated pursuant to and in furtherance of California Elections
Help America Vote Act of 2002 or other applicable state or federal law

\nf}ien dpproﬁnate

Voting system manufacturers ot their agents shall assume full responsibility for any
representation they make that a voting system complies with all apphcable state and




federal requirernents, including, but not limited to, those voling system requirements as
sét forth in the California Elections Code and the Help America Vote Act of 2002 and
those requirements incorporated by reference in the Help America Vote Act of 2002. In
the event such representation is determined to be false or misleading, voting system
manufacturers or their agents shall be responsible for the cost of 'any upgrade, retrofit or
replacement of any voting system or its'component parts found to be necessary for
certification or otherwise not in compliance; '

Any vatmg--system purchasethh funds ailaga,ted by the 'Secretary of State’ s Qfﬁce shall

review the sysf em an ,ensure votcr access1 ility.

In addition to deposmngjthe source code in an approved escrow facility, the vendor must
deposit with the-Secretary of State-a copy of the system source-codg, binary executables
and tools and documentatzon, to allow the complete and successful compilation and
installation of a system in its producfion/operational environment with confirmation by a
verification test by qualified personnel using only this content. The Secretary of State
reserves theright to perform a full independent review of the source code at any time.

The vendor must provide printing specifications for paper ballots to the Secretary of
State, The Secretary of State will certify printers to print ballots for this system based
upon their demonstrated ability to do so. The vendor may not require exclusivity in
ballot printing and must cooperate fully in certification testing of ballots produced by
other ballot ptinters.

IN WITNESS WHEREOF, 1 hereunto sét my hand
and affix the Great Seal of the State of California, this
3rd day of August, 2007,

Secretary of%Sﬁi-.te
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Levy: Electronic Voting Machines Aren't Ready for ‘08
By Steven Levy
Newsweek

Sept. 10, 2007 issue - Next year we'll have the second presidential election since the horribly botched one in_
2000. Can we expect better? An answer comes from the highest election official in the most populated state in
the Union. Worried about a string of reported vulnerabilities, Debra Bowen, California's secretary of State, had
asked computer scientists at the University of California to conduct a "top to bottom" analysis of the
thousands of touchscreen electronic voting machines in use in the Golden State. Next year millions of voters
will use these systems, manufactured by the industry's largest suppliers, not only in California but in many
other states as well.

What did the study" reveal? "Things were worse than I thought," says Bowen. "There were far too many ways
that people with ill intentions could compromise the voting systems without detection.” Some of those security
holes could, in theory, aliow a dirty trickster with access to a single machine to infiltrate the central vote-
counting system and covertly toss an election to the wrong candidate.

It was the most devastating confirmation to date of what security experts have been saying for years:
vulnerabilities in election machines are so severe that voters have no way of knowing for sure that the choices
they enter into the touchscreens and ballots will actually be counted. "The studies show that these machines
are basically poison," says Avi Rubin, a Johns Hopkins computer-science professor and voting-security expert.

Bowen's response, on Aug. 3, was to take the extreme step of decertifying the voting machines (this to the
dismay of those defending the touchscreen vendors, who claimed that the tests did not reflect real-worid
conditions). Because California voters do need something to vote on, though, she allowed the use of some,
mandating a rigorous set of controls (like "hardening" the security protocols) to make sure that the flaws
aren't exploited. Now it's up to those in charge of elections in other states to step up and take similar
measures for 2008. ‘

One desperately needed measure is a national law to implement what is known as a voting paper trail—the
ballot equivalent of a receipt in a cash register. (Voters get to look at a printout of their voting choices and
leave the paper behind for recounts and audits.) A "voting integrity" bill introduced by Rep. Rush Holt, a New
Jersey Democrat, would do just that—if it ever passes. "We just didn't get it to the floor before the August
recess," says Holt, who is hoping for what seems like a long shot—that the bill wiil be quickly voted on, a
similar bill in the Senate will also get the hurry-up treatment and that the president will sign it. (The GOP has
generally been less active in pushing for this type of reform.) "It's still possible [to get it done in time for '08],
but each day it gets a little less possible," he says.

The paper trail is no panacea: the California study shows that even that system can be hacked. And some
reformers claim that the Holt bill doesn't go far enough. But Holt insists that a national law is the only
solution. "If you leave it to the states, some won't do it," he says.

It's reasonable to ask why the same wizards who can come up with ATMs, predator drones and Google can't
produce secure, verifiable ballots. Eventually they will, if we encourage innovation, transparency and
accountability in the ballot industry. But we're electing a new president next year, and it's so late in the game
that the only measures to stop another mistrusted election are stopgaps. California's secretary of State
recognizes that. Plenty of citizens get it, too. Why aren't more elected officials standing up for our elections?

URL: http://www.msnbc.msn.com/id/20546322/site/newsweek/

MSN Privacy . Legal
© 2007 MSNBC.com

http://www.msnbc.msn.com/id/20546322/site/newsweek/print/1/displaymode/1098/ | 9/17/2007
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A . g Premier Election Solutions, Inc.
] \ ) i P.0.Box 1019

ELECTION SOLUTIONS e o2

i fax 214383-1596
i www.premierelections.com

August 27, 2007

Attn: Susan Clark VIA ELECTRONIC TRANSMISSION
Jefferson County Clerk's Office

P.O. Box 33033

Louisville, KY 40232-3033

Email: susanclark@jeffersoncountyclerk.org : |

Re: Jefferson County, Kentucky AccuVote-OS Product Version

Dear Susan:

I am writing on behalf of Premier Election Solutions, Inc. (Premier) to make you aware
that, within the last few days, a review of our records has revealed that the product
version of the AccuVote-OS units deployed in Jefferson County, Kentucky are not a state
certified version. The AccuVote-OS product version currently certified in the State of
Kentucky is PC 1.96.6 with VSS 2002 compliant hardware. The AccuVote-OS units in
use in Jefferson County are running firmware version PC 1.96.4 with hardware that was
previously certified by the state but has not yet been upgraded to meet VSS 2002
compliance, which is now required by the State. This earlier version of firmware is, of
course, fully federally certified and has been been used extensively in several other states;
nevertheless it does not have a certification in the State of Kentucky. We have informed
the Kentucky Secretary of State’s office of this matter.

We deeply regret this error. After an internal review, we have determined that our
procedures for verifying state certified versions prior to shipping and implementation
were not followed in detail in this case. With your approval, and the State’s, Premier will
implement a plan to immediately correct this error by upgrading your AccuVote-OS
units, hardware and firmware, to the current state certified versions (as identified above)
at no cost to the county.

I believe you will find that through Jefferson County’s logic and accuracy testing and
post-election auditing that there have been no functional or performance issues resulting
from the use of the earlier versions of firmware and hardware. However, please be
assured that Premier’s policy is to provide systems that fully meet all applicable state
certification requirements. Again, we apologize for this oversight and look forward to
working with you to schedule an upgrade of your AccuVote-OS equipment.
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If you have any questions, please contact me at on my cell phone (214.280.6464.)

Sincerely:

LA

Tan S. Pipkr
Compliance Officer
Premier Election Solutions, Inc.

CC: Trey Grayson (Kentucky Secretary of State)
Dave Byrd (Premier President)
Michael Lindroos (Premier Legal Counsel)
Kathy Rogers (Premier Director of Gov’t Affairs)

Don Vopalensky (Premier State Certification Manager)
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Johnson, Sarah Ball (SBE)

Page 1 of 1

From: Shawn Merrick [SMerrick@JeffersonCountyClerk.org]

Sent:  Thursday, August 23, 2007 10:52 AM
To: Johnson, Sarah Ball (SBE)

Cc: Susan Clark; Tom Barrow

Subject: Election Equipment Software Versions

Hello Sarah,

Here are the versions of election equipment software currently used in Jefferson County:

GEMS Server: 1.18.24.0
Accuvote-2000 (scahner): 1.96.4
Accuvote-TSX (touchscreen): 4.6.4
Voter Card Encoder: 1.3.2

VC Programmer
(Card encoder for absentee TSX):  4.6.1

Please let me know if you have any other questions.

Shawn Merrick

Information Systems Manager
Jefferson County Board of Elections
502-574-6113

8/28/2007



Louisville Metro
Capital Improvement Program
Fiscal Year 2005 - 2006

AGENCY: ' Board of Elections
PROJECT TITLE: Help America Vote Act (HAVA) Equipment
PROJECT NUMBER: 42

SCHEDULED START DATE: July 2005
SCHEDULED END DATE: June 2006

PROJECT 'DESCRIPTION:

Under the Help America Vote Act (HAVA) of 2002, we are required to have ADA compliant accessible voting
equipment by January 2006. Subtitle A of HAVA states the voting system shall (A) be accessible for individual,
including nonvisual accessibility for the blind and visually impaired, in a manner that provides the same
opportunity for access and participation as for other voters. (B) satisfy the requirement of subparagraph (A)
through the use of at least one direct recording electronic voting system equipped for individuals with disabilities
at each polling place.' To comply with HAVA, 506 machines will be purchased at $5,000 each.

PROJECT FUNDING 2004F-Y2005 2006F;‘(2007 2007F-Y2008 2008F-Y2009 2009F-Y2010 TOTAL

Capital Fund
Municipal Aid Program -
County Road Aid Program
State 2,530,000
Federal CDBG -
Other -

TOTAL - - - - - 2,530,000

PROJECT EXPENDITURE 2004F-Y2005 2006F -Y2007 2007F-Y2008 2008F-Y2009 2009F—Y2010 TOTAL
Property Acquisition -
Censtruction -
Equipment 2,530,000
Personnel
Professional Services
Other R
- - - - 2,530,000

TOTAL -




Louisville Metro
Capital Improvement Program
Fiscal Year 2005 - 2006

AGENCY: Board of Elections
PROJECT TITLE: AccuVote Scanners
PROJECT NUMBER: 41

SCHEDULED START DATE: July 2005
SCHEDULED END DATE: June 2006
PROJECT DESCRIPTION:

This capital project is for AccuVote scanners purchased in 1997. The scanners are housed at the Board of
Elections Warehouse located at 1601 West Main Street. The voting system meets standards for electronic voting
equipment. The precinct count optical scan system maintains accurate counts of votes cast by registered voters in|
an election.

PROJECT FUNDING 2004F-Y2005 20()tSF-Y 2007 2007F-Y2008 2008F~y2009 2009F-Y 2010 TOTAL
Capital Fund 233,500 233,500 700,500
Municipal Aid Program -
County Road Aid Program -
State R
Federal CDBG -
Other -
TOTAL 233,500 233,500 - - - 700,500
PROJECT EXPENDITURE 2004F-YZOOS 2006F -Y 2007 2007F-Y2008 2008F-Y 2009 2009F-Y2010 TOTAL
Property Acquisition -
Construction B
Equipment ] 233,500 233,500 700,500
Personnel -
Professional Services .
Other -
TOTAL 233,500 233,500 - - - 700,500




APPENDIX V



KENTUCKY REQUIREMENTS FOR VOTING SYSTEMS

The Role of the Attorney General

The Attorney General has the duty to enforce the state's election laws under KRS 15.243.
The Office of the Attorney General (“OAG”) maintains a toll-free Election Fraud Hotline
throughout the year and during all hours that the polls are open for any election. KRS
15.243(2)(c). The Attorney General may initiate investigations upon request or on his
own motion. KRS 15.243(2)(d). The Attorney General has the authority to mobilize the
Auditor of Public Accounts, state and local law enforcement, and any other state and
local agencies. Officials are required to give all possible assistance to the Attorney
General in the performance of his duties. KRS 15.243(5).]

Kentucky’s Constitution Guarantees the Secrecy of Every Vote

Kentucky Constitution § 147 guarantees that all elections “by the people shall be by
secret official ballot, furnished by public authority to the voters at the polls, and marked
by each voter in private at the polls, and then and there deposited.”

The same provision also allows for “voting machines” that may be installed at the
expense of the counties. /d.

Finally, it contains an express requirement for disabled voters: “The General Assembly
shall pass all necessary laws to enforce this section and shall provide that persons
illiterate, blind, or in any way disabled may have their ballots marked or voted as herein
required.” Id. (emphasis supplied.)]

Kentucky Law Requires the State Board of Elections to Oversee the Certification
and Installation of New Voting Systems

Kentucky election law places the authority to examine, certify and regulate electronic
voting systems on the State Board of Elections. See: KRS 117.375 et seq.

KRS 117.377 requires counties to purchase only voting system equipment that has been
approved by the State Board of Elections and requires the county to notify the State
Board of Elections when “a new voting system” is installed.

KRS 117.379(1) providés that the State Board of Elections shall examine all voting
systems before certifying them for use in any Kentucky county and empowers the State
Board of Elections to reexamine any voting system already approved.

KRS 117.379(2) sets forth the examination or reexamination procedure, including the |
appointment of three (3) examiners:




(1) An examiner who is an expert in computer science or electronic voting
systemis;

(2) A person who is knowledgeable in election procedures and law in Kentucky;
and

(3) A person who is a present or former county clerk.

The examiners “shall submit one (1) written report on each system examined or
reexamined to the State Board of Elections.” Only a system that meets all of the
requirements of KRS 117.381 shall be approved. KRS 117.379(2).]

KRS 117.381 provides the basic conditions for certification:

No electronic voting system shall, upon any examination or reexamination, be
approved by the State Board of Elections uniess it shall be estabhshed that such
system, at the tlme of examination or reexamination:

(1) Provides for voting in secrecy;

(2) Permits each voter to vote at any election for all candidates and questions for
which he is lawfully entitled to vote, and no others;

(3) Permits each voter, at the general election to vote a straight political party
ticket by one (1) or more marks or acts;

(4) Provides a method for write-in voting;

(5) Provides for a nonpartisan ballot;

(6) If it is of a type that registers the vote electronically, the voting system shall
preclude each voter from voting for more persons for any office than he is
entitled to vote for or upon any question more than once;

(7) Permits each voter at a primary election to vote only for the candidates
seeking nomination by a political party in which such voter is registered, and
for any candidate for nonpartisan nomination, and for any question upon
which he is entitled to vote;

(8) If it is of a type that registers the vote electronically, the voting system shall
permit each voter to change his vote for any candidate or upon any question
appearing on the official ballot up to the time that he takes the final step to
register his vote and to have his vote computed. If it is of a type that uses
paper ballots or ballot cards to register the vote and automatic tabulating
equipment to compute such votes, the system shall provide that a voter who
spoils his ballot may obtain another ballot;

(9) Is suitably designed for the purpose used, is constructed of a durable material,
and is safely transportable;

(10) Is so constructed that a voter may readily learn the method of operating it;
and

(11) Meets or exceeds the standards for electronic voting equipment established
by the Federal Election Commission; and

(12) Provides for tabulating votes at the precinct in accordance with the
requirements of KRS 117.275.



Finally, KRS 117.383 grants to the State Board of Regulations the exclusive regulatory
authority regarding electronic voting devices and components and the procedures relating
to these systems.

VOTING SYSTEMS RECORDS EXAMINED BY THE ATTORNEY
GENERAL :

The Office of the Attorney General obtained records from the State Board of Elections
detailing the most recent examination and certification of three (3) electronic voting
systems: . '

1) The Hart InterCivic eSlate Voting System, software version 6.2.1 and its
related components, certified by the State Board of Elections on December 19,
2006;

) Diebold Election Systems, Inc.’s' AccuVote Optical Scan (“OS”) (model D)
with firmware version 1.96.6, Voter Card Encoder 1.3.2, AccuVote-OS
Central Count firmware version 2.0.12, Key Card Tool 4.6.1 and
VCProgrammer 4.6.1, which were all certified on August 16, 2005 and
AccuVote-TSX DRE (Model D) Touch Screen (certified on September 19,
2006) with Ballot Station firmware version 4.6.4 (certified on March 21,
2006); and '

3) The ES&S Unity 3.0.1.1 and related components.

! Now Premier Election Solutions, Inc.




COMMONWEALTH OF KENTUCKY
OFFICE OF THE ATTORNEY GENERAL

CAPITOL. BUILDING, SUITE | 18
700 CaPToL AVENUE

GREGORY D. STUMBO . FRANKFORT, KY 4060 | -3449
ATTORNEY GENERAL (502) 696-5300

Fax; (502) 564-2804

October 2, 2007

Via facsimile & hand-delivery
Secretary of State Trey Grayson

Chairman, State Board of Elections
Suite 152, State Capitol

700 Capitol Avenue

Frankfort, Kentucky 40601

RE:  Improving Kentucky's Electronic Voting System Certifications
Dear Secretary Grayson:

As 1 promised at the State Board of Elections meeting on September 18, 2007, I
am submitting to you and the Board the enclosed expert report — Improving Kentucky's
Electronic Voting System Certifications. This report confirms my investigative findings
that the Board’s certification process is insufficient to test the security and accuracy of
Kentucky’s electronic voting systems. While I am pleased that my inquiries led the Board
(1) to reexamine Kentucky’s voting systems and (2) to provide more comprehensive
“best practices” training to county clerks and poll workers, this report clearly shows that
there is more we can do to ensure the integrity of Kentucky elections. '

The report recommends that the Board take immediate action to:

» Develop written policies & procedures for the protection of voting
machines in all counties in the Commonwealth, consistent with the
recommendations of the California Secretary of State; and

¢ Demand that voting machine manufacturers implement all the fixes to
Kentucky’s voting systems that they will have to provide in other states as
a result of top-to-bottom reviews of these systems,

Despite recommendations by my office, the SBE did not require these protections during
the recertification process.

Regarding future actions, the report recommends the following:

AN EQUAL OPPORTUNITY EMPLOYER M/F/D

&



October 2, 2007
Page?

» The SBE’s certification process for electronic voting systems must be
dramatically improved;

e Vendors should be required to provide the source code and specific design
documents for their proprietary software, subject to reasonable non-disclosure
agreements, so that the SBE or its designated expert examiners may conduct a
thorough study of the systems;

¢ Optical scan systems (“OS”) that use paper ballots with accessible marking
devices for the disabled should be encouraged, since proposed Federal legislation
will require these types of systems (The Secretary of State’s recent statements that
he is willing to commit $15 million in HAVA funds towards this goal is
encouraging, but simply not enough. Additional federal funds must be secured.);

¢ The SBE should implement mandatory random post-election andits and
recount procedures that compare the machine-generated vote totals with the actual
voters’ paper ballots consistent with the recommendations by the Brennan
Center/Samuelson Law report, Post-Election Audits: Restoring Trust in Elections
(2007); and

e The SBE should work with counties to develop in-house expertise in the area
of ballot programming and electronic voting systems in order to reduce the risks
of 100% reliance on vendor support.

It is my hope that the SBE will implement this expert advice and present any legislative
initiatives required to the 2008 General Assembly.

My office will carefully monitor the upcoming 2007 General Election and will
have expert legal and technical advice available in case of any compromise of our voting
systems. My one and only aim is to increase public confidence in our elections. I look
forward to continuing to advise you and the Board about achieving this for Kenfucky.

Sincerely,

4% DEA_ L

Gri Stumbo
Attorney General

Enclosures:
Epstein, Improving Kentucky’s Electronic Voting Systems Certifications

C: Sarah Ball Johnson
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September 28, 2007

The Honorable Greg Stumbo
Attorney General
Commonwealth of Kentucky
700 Capitol Ave., Ste. 118
Frankfort, KY 40601

Re: Improving Kentucky's Electronic Voting System Certifications
Dear General Stumbo,

Thank you for the opportunity to join your staff at the State Board of Elections recertification on
September 17, when the SBE reviewed the ES&S, Hart, and Diebold’ systems.

I have divided this report into two major sections: observations from the recertification meeting
and recommendations for the future.

Observations

| My observations from the recertification meeting are as follows. Ihave divided these into
general observations and those specific to each of the three vendors.

General: All three vendors came in prepared to demonstrate their products. The purpose in their
mind did not seem to include an in-depth look at possible issues with the machines. Among my
observations of the review process:

e The certification does not include the ballot programming and tallying components (such
as Diebold GEMS or Hart BOSS). As pointed out by the California study’, the central
server is one of the weak points in the voting system, especially with respect to
introduction and spread of malicious software, this is a critical omission.

¢ While each of the vendors demonstrated their systems with the optional paper trail
modules, it was unclear whether the paper trails are in fact in use in all Kentucky counties.
If they are not, it is questionable whether the certification would apply to those counties.

¢ The review relies on the completeness and accuracy of the testing by the Independent
Testing Authorities (ITA) for conformance to the voluntary Federal guidelines (Voting

" Diebold Election Systems Inc (DESI) has renamed themselves as Premier Election Solutions. They are a wholly
owned subsidiary of Diebold, Inc. Throughout this report, the company is referred to as Diebold, for consistency
with the outside studies.

? Redacted versions are available from the California Secretary of State web site at
http://www.sos.ca.govielections/elections_vsr.htm,
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Systems Standards 2002%). However, it has been well established that the ITAs do not
adequately perform this role. For example, Ciber (the primary ITA used for software
testing) was suspended from its testing role by the US National Institute of Standards and
Technology (NIST) due to its inability to show that it actually performed the required
tests*. As noted by Professor Michael Shamos®, a long-time defender of DREs:

o Too many systems pass ITA qualification but shouldn't

o State certifications can’t replace ITAs ~ too brief, too cheap
o Required pre- and post-election testing is often not performed
o Acceptance testing is not revealing unreliable machines

o The ITA reports® used for Federal certification and included in the review packages used
by the SBE certifiers are cursory.

o Source code: The source code reviews are focused on the syntax of the source
code, noting facts such as where headers or comments are missing and software
modules longer than the recommendations’, and not on the semantics of the code
where security flaws would be found. This is reinforced by the fact that none of
thie ITAs identified the flaws found by the California or Florida® source code
review teams. '

* No fonger available on the US Election Assistance Administration (EAC) web site, but available from
hitp:/fwww verifiedvotingfoundation.org/downloads/fecvss20020430.pdf

* The letter terminating test lab accreditation can be found at hitp://www.eac.gov/News/press/docs/06-13-07-
commission-votes-to-terminate-ciber-interim-accreditation-application. Additional information about Ciber’s test
lab accreditation can be found at http://www.eac.gov/voting%20systems/test-lab-accreditation/interim-
accreditation/pending-applications.

5 Excerpted from Security, Paper Trails, Accountability, slide 3, presentation by Michael Shamos, Voting Systems
Testing Summit, Nov 29 2005. Professor Shamos has been responsible for over 100 Pennsylvania voting machine
certifications from 1980 - 2000 and 2004 to present. He notes that “over 50% of systems fail state certification,
about 25% for reasons particular to Pennsylvania”. By contrast, according to www.elect ky.gov/votingsystems.htm,
it does not appear that Kentucky has failed any machines for state certification in at least ten years.

¢ These reports contain proprietary information of each of the three vendors, and hence are not described in detail.

" These flaws are indications of poor software development practices, but are not g priori software flaws. They are
akin to inspecting the paint on a new car as an indicator of the reliability of the vehicle. While a poor paint job may
be indicative of sloppy manufacturing, a good paint job is not necessarily indicative of a reliable vehicle.

¥ Redacted versions are available from the Florida Department of State web site at

http://election.des.state. fl.us/pdf/SAITreport.pdf. A supplemental report is available at
http://election.dos.state.fl.us/pdf/DicboldSupplementalReportFinalSubmission.pdf.
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o Testing: The testing is limited to functional testing, namely a verification that the
systems do what they should in normal circumstances. There is no indication of
any stress testing where the system is tested in unusual circumstances, or security
testing where the system is tested fo determine that it does not do anything it
should pot do.

e Because the ITA reports are of limited value, the quality examination of the machines as
part of the certification processes is crucial, but it too can best be described as cursory.
There was little effort to test the limits of the machines, including:

o Inno case were more than a handful of votes cast on any single machine (either
optical scan or DRE). As there have been problems reported in the past with
voting machines unable to handle a reasonable number of votes’, this would be a
worthwhile test.

o For the two vendors with touchscreens (ES&S and Diebold) there was no effort
made to see the results of common voter errors, such as dragging a sleeve across
the screen or dragging a finger across the screen while depressing a candidate’s
name.

o For the two vendors with touchscreens, there was minimal discussion and no
demonstration of the screen calibrationm and when it should be performed.

o Where write-ins were attempted, thele was no effort to see what would happen if
the voter typed an overly long or deliberately malformed name'’

o For those machines with paper trails, there was no discussion of handicapped
accessibility to the paper trail.

o There was no discussion or examination of the physical access1b1hty aspects of
any of the machines. As noted in the California accessibility report'?, this is a
major problem with all of the voting systems.

® For example, a recent North Carolina election where the DRE could only accept 5000 votes. One of the machines
was used for early voting by approximately 7500 voters; the votes of the last 2500 were lost. Whether an error was
given by the machine prior to allowing the lost votes is a matter of dispute.

' Calibration refers to setting the machine so that a touch on the screen causes a selection to be made for the proper
candidate, and not for an adjacent candidate. Problems with calibration are one cause of “vote ﬂlppmg where a
voter attempts to select one candidate and actually selects an opposing candidate.

' A common cause of security problems on web sites is where users deliberately type input that causes the
underlying databases to perform unplanned activities, This might be possible with DREs or ballot marking devices,
depending on their implementation.

12 Available from the California Secretary of State web site at

http://www.sos.ca,gov/elections/voting_systems/ttbr/accessibility_review_report_california_tth_absolute_final_versi
onl6.pdf
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o The physical keys used to protect the restricted portions of the machmes (such as
printers and ballot storage bins) appeared to be of a low quality”®. None of the
examiners asked whether the keys are the same on all machines made by that
vendor for use in Kentucky, or for that matter anywhere else in the world. If the
keys are not relatively unique, they are generally worthless, and the use of
numbered seals and tamper evident tape must be considered as the only physical
security measure that protects the machines from tampering.

o With the exception of the ES&S AutoMark, all of the printers used thermal paper,
which has a fairly short lifetime before the print begins to fade’®. Kentucky law
only requires keeping paper for 60 days'®, but Federal law appears to require 22
months in some cases. There was no dxscussion about the proper environmental
conditions as to ensure the paper meets those requirements.

- o There was no discussion of the anacy and anonymity implications of recording
' votes on a continuous roll of paper'®

o There was no discussion of machine reliability, which has been a major concern
in many states. The Federal voluntary standards allow for a high failure rate
which must be taken into account in determining the appropriate number of
machines to acquire and place in polling places.

o There was minimal discussion of multi-lingual ballots, and measures to ensure
that votes are counted correctly in all languages. If Kentucky is a state which has
obligations to provide ballots in multiple languages, this is important to test!’,

o There was no discussion of whether particular types of pens or markers are
required for optical scan ballots for each vendor’s equipment, and if so what the
results would be of using other types of markers.

' A recent Princeton study showed the risks of poor quality keys in voting systems. See Security Analysis of the
Diebold AccuVote-TS Voting Machire, Ariel Feldman, Alex Halderman, and Edward Feiten,
http://itpolicy.princeton.edu/voting/.

" The lifetime depends on the conditions in which the paper is stored; in particular, heat tends to cause faster fading.
'S As required by KRS 117.275(8).

'8 Jf a record is kept of the order in which voters cast their ballots, or the time at which voters enter the polls, this can
be used to match votes to voters, violating privacy. Additionally, use of a single voting machine in a precinct
dramatically increases the risk of privacy violations under these conditions. Whether this is a meaningful may
depend on individual county policies for keeping voter records, as there do not appeat to be state-wide policies on
recording whether or not voter order is recorded.

'T While in theory it should not matter what fanguage is used for displaying the ballot, there was a demonstration
provided by Sequoxa (not in Kentucky) which accidentally proved that this is an important factor: due to an error in
the ballot programming for the demonstration, votes counted in English were recorded correctly, but votes cast in
Spanish were ignored.
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o While the vendors generally had appropriate locations for use of numbered seals, there
was no discussion of the use of those seals in Kentucky counties. While not a flaw in the
certification itself, the proper use of seals should be a condition for use of the certified
machines.

» None of the cettifications included discussions of the risks of Internet connectivity, and
why it is critical that none of the systems, including the ballot programming system, ever
be connected to the Internet (including any office networks). Two of the vendors (ES&S
and Hart) pointed out the advantages their DREs had in not using any form of a network
among the components of the system, but did not point out issues of connecting the
programming or taltying devices to the Intemnet.

» While all of the vendors stated that they do not use any form of WiFi networking, there
was no effort made to verify that claim, either by physical inspection of the internals of
the systems, or by using wireless scanners. In a related point, the vendors were not asked
(and did not volunteer) whether they use related technologies which are wireless but not
WiFi such as infrared’®, RFID or Bluetooth, any of which might be points of attack. As
use of wireless technologies is not covered by the ITA reports, it bears investigation.
Professor Sharnos notes’” “There is no legitimate use of wireless communications in
voting systems™.

o The security of all of the machines appears to be extremely dependent on their never
coming in contact with malicious code, as once that occurs there are few defenses or
recovery mechanisms. This is sometimes referred to as the “M&M model of security™
there is a hard crunchy exterior that protects a soft chewy interior.

ES&S: In addition to the general comments about the certification process above, the ES&S
representative was unfamiliar with the Florida report which identified problems with the
iVotronic, and in particular was unfamiliar with the problems described in Appendix G (which
was redacted from the public version of the document due to the sensitivity of the information).

Additionally, there was no discussion of the known problem with the “smoothing filter”
problems” in the ES&S iVotronic, and whether that fix has been implemented in the version of
the software certified in Kentucky.

'® The ES&S iVotronic uses infrared for communication between the DRE and the PEB [Personal Electronic Ballot]
used to enable the machine. While infrared communications only work at very close distances, this was not
considered as part of the certification.

" Shamos, slide 16.

2 The “smoothing filter” is a piece of software in the iVotronic that is used to detect when the screen has been
pressed. A problem in this software could lead to long delays between when a voter presses the screen and when the
selection appears on the screen. This has been proposed as a possible explanation for the very high undervote rate in
the Sarasota County portion of Florida’s 13th Congressional District, although the Florida study discounts that
possibility.
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Finally, there was no discussion of whether ES&S would provide a point-by-point response to
the findings of the Florida study.

Hart Intercivic: In addition to the general comments above, I noted the following points:

The equipment contained numerous physical ports which are points of vulnerability to an
attacker. The Hart representative made excellent suggestions that they should be covered
with tamper-evident tape. The SBE should verify that these recommendations are in
writing, and are followed by all of the counties.

Hart representatives incorrectly claimed that they are the only vendor to be approved in
California without conditions for the November 2007 election’’. The California
Secretary of State noted that the Hart Intercivic 6.2.1 was “found and determined to be
defective or unacceptable and its certification and approval for use in subsequent
elections in California is immediately withdrawn” subject to a large number of
conditions®.’

Hart representatives did not offer SBE certifiers the opportunity to mark optical scan
ballots, nor did any of them request that opportunity.

Hart representatives stated that they do not intend to provide point-by-point responses to
the California study.

Hart representatives stated that they did not prepare a demonstration of non-partisan and
primary elections (required by the Kentucky checklist used by SBE certifiers). There was
no questioning on this point by the examiners.

Diebold: In addition to the general comments above, I noted the following points:

*

Diebold representatives were highly critical of the California report, noting that there
were no compensating controls in place which might have prevented some of the attacks.
While this statement is correct, the compensating controls are different in each county in
California (as noted in the California reports themselves), and indeed in each county in
Kentucky. Hence, any reliance on compensating controls would reduce the generality of
the results, and might give false assurances if some of the expected countermeasures are

. not in place.

! The California Secretary of State’s decision on Hart Intercivic 6.2.1 may be found at
http://www.sos.ca.gov/elections/voting_systems/ttbr/hart.pdf,

2 «withdrawa] Of Approval Of Hart Intercivic System 6.2.1 DRE & Optical Scan Voting System And Conditional
Re-Approval Of Use Of Hart Intercivic System 6.2.1 DRE & Optical Scan Voting System”, California Secretary of
State Debra Bowen, August 3 2007, http://www.sos.ca.gov/elections/voting_systems/ttbr/hart.pdf, page 5.
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s Diebold representatives provided a purported point-by g)omt response to the California
report, which they said will be posted on their web site™. The Diebold response agreed
with a few of the findings, but generally disagreed with thelr methodologies, especially
with respect to the lack of a “blue team” (a defensive team). While Diebold is correct
that no blue team was allowed, this is in fact the norm for this type of a test: the goal of
the effort is to find a worst-case scenario”*, and then to look at compensating controls that
might be imposed.

e There was no demonstration of primary elections (required by the Kentucky checklist
used by SBE certifiers). There was no gquestioning on this point by the examine_rs.

Recommendations

Based on my expertise in the area of voting systems, I recommend that the Commonwealth of
Kentucky take a series of short-term and a series of long-term actions.

Short-term recommendations (before Nov 2007 election)

¢ The SBE should develop a set of written policies and procedures (P&P) for use in all
counties in the Commonwealth for protection of voting machines”. The P&P should
include:

o Rules on avoiding network connectivity to prevent viruses or other malicious
software from entering the voting systems.

o Procedures for changing and proper storage of all encryption keys and passwords.

o Procedures for installing seals in all appropriate places on the voting machines,
and more importantly, checking that the seals are unbroken at appropriate
intervals on election day and after the election is over.

o Procedures for ensuring that the version of hardware and software in use in each
county is the same as that approved through the SBE certification process, to
avoid the recent problems where Diebold installed uncertified software in
Jefferson County.

3 As of the date of this report, the Diebold report has not been posted. The copy provided to the Attorney General’s
office was under a non-disclosure agreement. As [ expect my report to become public, I have not included any
proprietary information from Diebold’s response in this report.

2 As noted in the California report, they were unable to complete their work due to an extretnely compressed
timeline. While Diebold has stated that the effort available to the California team was excessive, it is much less than
would be available to a determined adversary trying to change election results.  As noted in the California report,
“the results presented in this study should be seen as a ‘lower bound’; all team members felt that they lacked
sufficient time to conduct a thorough examination, and consequently may have missed other serious vulnerabilities”.

25 Such policies and procedures may already exist, but I have been unable to identify any descriptions thereof.
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o The SBE should follow the recommendations of the California Secretary of State in her
decertification/recertification memos for proper P&P, pollworker training, logs, etc.

e The SBE should require that Hart and Diebold provide all fixes to Kentucky that they
provide to California as a result of the recertification process.

o The SBE should require that ES&S provide all fixes to Kenfucky that they provide to
Florida as a result of that study.

¢ The SBE should require that all three vendors provide all fixes to Kentucky that they
provide to other states as a result of future studies®®.

Long-term recommendations (before Nov 2008 election)
» The SBE certification process should be dramatically improved, including:

o Providing significant additional time for the certification review, including time
for the SBE members to use the machine without the presence of vendor staff.

o Requiring the participation of one or more individuals with both voting and
computer security expertise.

o Requiring the use of common technologies such as network “sniffers” to detect
the presence of wireless communications.

o Including additional requirements for security as part of the certification checklist.

o Inéluding the central programming and tallying system as part of the certification
process.

o Paying greater attention to privacy concerns, including violation of privacy via
use of continuous paper tape.

o Paying greater attention to multi-language support, if applicable in Kentucky.
o Adding an expert in the area of accessibility to the certification team.

e The SBE should require that all vendors requesting certification in Kentucky provide the
source code and design documents for their software for use by the SBE or its designated
representatives as part of future studies. This should include all necessary protections to
prevent disclosure of proprietary information, but must not preclude the SBE from hiring
independent experts who sign non-disclosure agreements.

% For example, Ohio is in the process of performing a similar study to California and Florida.
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» Legislation should be considered to give the SBE the right to demand recertification at
periodic intervals, rather than the current model where once certified, a machine cannot
be decertified unless the vendor submits a newer version. This will allow the SBE to
reexamine voting equipment as more information is learned about equipment risks and
vulnerabilities.

e The state should begin moving away from DREs and towards optical scan systems with
use of marking devices such as the ES&S Automark. This will bring Kentucky in line
with the proposed Federal legislation which will require such changeovet, although the
timeline is currently unclear.

e The state should establish policies and procedures for mandatory random audits® of all
elections to establish the accuracy of the machine counts. This can be done on both
optical scan systems and those DREs that include a paper trail. The selection of
machines and jurisdictions for random audit should follow recommendations from the
Brennan Center and the Samuelson School®. '

e The state should establish policies & procedures for use of recounts using the optical scan
ballots and DRE paper trails, rather than relying on the machine-generated totals.

o The SBE should work with the counties in developing in-house expertise in programming
the ballots. At present, many if not all counties rely on the vendors to perform the ballot
programming, which is a risky practice.

Conclusion

1 want to commend Mr. Smotherman, the appointed computer science expert. He was clearly
well prepared for the meeting, having reviewed the California and Florida reports, and asked
good questions of the vendor representatives. Unfortunately be, like all members of the
committee, was severely constrained by time, as all three systems were to be reviewed in a single
day’s meeting. Hence, neither he nor anyone else was able to obtain the depth of information
that is necessary before making such an important decision.

The Commonwealth of Kentucky has many strengths in its voting certification process, including
dedicated and hardworking members of the staff at the State Board of Election. By following the

27 The term “random audit” in this context means a selection of random precincts at every election, and a manual
comparison of the vote totals generated by the voting equipment with physical paper ballots (be they optical scan or
VVPAT). This should occur regardless of whether there are any observed irregularities, to detect accidental or
intentional errors in the voting equipment totals. The specific number of precincts required to obtain desired
confidence levels is a mathematical function based on the number of votes and other factors which are described in
the Brennan/Samuelson report.

28 «pogt-Election Aundits: Restoring Trust In Elections”, Brennan Center for Justice at New York University School

of Law and the Samuelson Law, Technology & Public Policy Clinic at the University of California, Berkeley
School of Law (Boalt Hall), http://www.brennancenter.org/dynamic/subpages/downtoad_file_50227.pdf
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recommendations in this report, Kentucky will increase the confidence its voters have in the

security and reliability of their voting systems.

If I may be of further assistance, please do not hesitate to contact me.

Sincerely,

Jeremy' Epstein
4575 Forest Drive
Fairfax VA 22030

CC: Pierce Whites, Deputy Attorney General '
Jennifer Hans Black, Assistant Attorney General
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